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General description

Introduction

Welcome to the world of professional counter surveillance! The Delta X system will makeugswees
quick andeasy, while providingxtremelyreliable results. The systéghardware incorporates a powerful
spectrum analyzewhich providesa superfast speed of mesurements withextreme sensitivity, while
the built in RF"switchel' extends the systenis functionality. The sipplied set icludesthe full set of
equipment needed for professional bug detection omnidirectional antenna directed microwave
antenna,multifunction probe forchecking the infraredbw frequenciesand wires, cables aradapters

Unlike conventional spectrum analyzers which requhie individual inspection ofeach radio band
depending orits assignmentthe Delta X does everything automaticallihe signals are recognized in the
spectrumand depending on thaype are saved in thEcommon' or "mobile & wireles$ sectiors of the
constantly updated list. Bch signalis assigned an individualanger level, helping the operator to
distinguish betweersafe external sourcesnd suspicious loc&lansmitters

The great advantage of the Delta X ishigh sensitivity andmmunity to interference. While nedield
receivers and detectors lose their sensitivgiyher significantly or fully, near strong transmitters such as
cellular towers, communication antensgbroadcasting stations, W access pointand wirelesphones
etc. the Delta Xetains its ability to detect RF bugsasignificant distance.

The second generatioof the Delta X(G2) is designed in a new portablermat, which significantly eass
the searchprocessand hasan extendedfrequency range¢o 12 GHzNewmodelsmate with a laptopor
tablet, with the help ofmagneticholders They holathe laptop/tablet reliably in all situations giving the
operatorthe ability to move and tilt the systemutling sweeping.

General features

1 Quickly and reliably detects all kinds of RF listening devices, including analog, digital, constantly
existing and intermittent, sending audio or video, with or without encryption

1 Finds hidden surveillance devices employing the digital standards GSM, 3G, 4G/LTE, 5G(<6GH
Bluetooth, WiFi, DECT, etc.

1 Detects illegal information transmission in AC, telephdithernet, alarm and other wires as well
as in the infrared range with the help of the supplied Multifunction Probe

1 Can work in instant detection mode, guarding mode, locating mode and car tracker detection

f Has a 20 times higher sensitivity and detgan distance compared to conventional RF
detectors and neafield receivers

1 Realtime spectrum analysis gives the ability to detect sHmutst signals such as Wi, Bluetooth
or mobile devices within just a few seconds

I Automatic antenna selection pralés high sensitivity and detection distance on all frequency

bands

Can monitor the RF environment 24 hours a day with data logging

Capable of detecting covert bugging devices with an accumulation function and transmitters

hidden within the spectrums of ber signals

I Supports storage of an unlimited quantity of signals. Full information is stored in the log and can

be reviewed during the detection, or at a later time. Multiple logs are supported.

Demodulation of audio in FM, AM, USB, LSB, CW (adjustabte @Wn n {11 T 0

Alarm relay output can activate external devices when a dangerous signal is detected (turn on a

CCTV system, for example)

= =

= =
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Features of the new generation

1 New portable designg the device igeliably mated with the laptop or tablet and moved during
the detecting and locatingrocess

1 The laptop or tableis attachedwith the help of the magnetic holders
1 Side handleare usedor carrying
1 All antennasarefixed to the main unit
1 Carrying case is the supplied set
1 2 modelsg up to 6 GHz 0t2 GHz
Advantages
0 What itis: a portable system controlled by a laptop computer or tablet
1 The high capacity of the hard drive enables full data logging during the detection (24/7 possible)
1 Wider screen isnore convenient for analysis
1 Compatible with touch screens
1 Magnetic holders provide reliable attachment of the laptop/tablet to the unit while the side
handles make it easy to carry the entire system
U Handling of the mobile and wireless bands GSM, CDNBA, 4&/LTE, 5G(<6GHz), DECTiWi
Bluetooth, etc.
1 Mobile and wireless signals are detected simultaneously with analog transmissions
1 Mobile/wireless signals are detected with the use of individual thresholds and are displayed
separately from other signals
T Activities within each band are stored as one signal with a certain danger level to avoid excessive
records in the Signals table and to locate the sources with a hopping frequency
1 Additional sweepings on the "sheburst" bands are performed to increaseettprobability of
interception of such signals as GSM, 3G, 4G, 5G(<6GHz), DEG BlWdtooth, etc.
1 External interference from neighboring mobile phones andFifouters can be rejected with the
help of the thresholds
1 The supplied data files allow theperator to adjust the system to the mobile/wireless bands
employed in the country of use
0 Sensitivity and detection distance
1 The builtin spectrum analyzer has a -80 times higher sensitivity and detection distance
compared to conventional Rfetectors and neafield receivers
1 Resistant to interferencesensitivity remains high regardless of the proximity to wireless routers,
cordless phones, mobile phones, TV towers, radio broadcasting and mobile communications
U  Support of the "Known signal&ible
I The operator can easily distinguish between safe and dangerous signals
1 The TV frequencies employed in the country of use can be quickly imported from the supplied
data files
1 The FM, VHF/UHF police and municipal channels can be collected and stored for further use
i Advanced signal recognition method

1 The signals are automatibarecognized in the spectrum traces and inserted or updated in the
Signals table
1 Both analogue and digital signals are captured with an assigning of a corresponding Danger level
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U Unique algorithm of measuring the signal's Danger level

T

1
1
1

Uses a combinatioaf the reference trace and individual thresholds for mobile/wireless bands
Takes into consideration both the signal's strength and bandwidth

Works for both analogue and digital signals including transmissions with a changing frequency
Is used during the tmating procedure and provides more reliable results compared to the
traditional "signal strength" method.

i Low demands on the operator's level of knowledge

)l

1
1
1

The system can be prepared for detection with the help of the "Update Masks" procedure within
a fewminutes

Manual handling of spectrum traces is not necessary

Everything is done automatically after the detection starts

The operator is warned by an audio alarm when a dangerous signal is detected

i Data logging

1
1
1

All the spectrum traces and alarms are logged during detection

The situation at any given time can be reviewed and studied

24 hours a day logging provides detectioinperiodically working/remotely controlled bugging
devices

U Tracking of the signal's activity

1

1
1

The full history of each separate signal, or of all signals simultaneously, is displayed on the Alarms
graph

The events at any given time can be reviewed bypkinalicking on the graph

The operator can see the duration of an activity and as such distinguish between any interference
and real danger

i The Waterfall and Persistence graphs

1
1

Both the present and previous measurements at any given time can be displayed
The displayed time interval (density) is selectable in the range of 2 minutes to 6 hours

U Car Tracker Detector mode
1 The monitoring of mobile bands can detect signals from GPS trackers hidden within a vehicle

Functions of the software

1
1

Rich visuatepresentation:Spectrogram/Persistence, Waterfall, Alarms graph
The Known Signals tab#lows the system to rejectV, FM and othetfriendly" signals while
maintaininghigh sensitivity to unknown signals.

The Detectoand Locatomllow the opeator to perform location of a bugging device with both
visual and audio notification
The Alarm Threshold decreases the false alarm rate

The Hold Max Danger feature selects and shows thengest signals for their locatioas the
systemis moved duringletection

The Update Mask procedure allows the operator to quickly adjust theesysd the local RF
environment n order to reject safe signals

Sorting and filtering is supported in the Signals table

The Report function allows the operator to export all obtainefbrmation about the desired
signals

Is easily localizable to any language
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Working modes

0 Stop / View Log
Review of thedetectionresultsstored inthe log. Thedgnalstable, SpectrogramWaterfalland
Alarmsgraph give full information about the detected signatslalarm events

0 Update masks
Quick preparation fodetection¢ the system automaticallgccumulates thdoroadcasting and
other safesignalsexisting in the are@ order to pas®verthem during thesubsequent
detection

0 RF Sweep
Themaindetection mode Providesmaximumreaction timeandthe highestsensitivity. Tie
operator canmove the systenor its antenna during the detection

0 Guard 24/7
Rejection of Bort transmissiongnd usage of two antennas reduces false alarms in this mode.
Quitablefor 24-hour detection without unwantedalse alarms

o] Car Tracker Detector
Detection ofvehicle mountedGPS trackers transitiiig the coordinates via mola networks

0 Probe
Checking oAC, Ethernet, Telephone and Alawires and the infrarefow frequencyfor the
presence of unwantefdugging signals

0 Signal Analyzer
Analysisdemodulation andohysical locatingf detected signals
0 Settings

Includes the gneralsettings andinformation abait the mobile networks and wireless bands
existing inthe area as well as thenown signalsable
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Specification
General
2000/6 RealTime G26 G212
Frequency range 9 kHz- 6GHz 9kHz-6 GHz | 9kHz-12 GHz
Update raté 2-3 GHz/sec 2-3GHz/sec | 3-4 GHz/sec
Reaction time 2-3 sec 2-3 sec 3-4 sec
(How quickly a dangerous signal is detectg
Format Case Handheld unit| Handheld unit
Antenna inpus INPUT, AUX INPUT, AUX | INPUT, AUX1
AUX2
Probe input PROBE PROBE PROBE
Occupied diskpace per 24 hours <12 Gb <12Gb <24Gb
Spectrum resolution 9.8 kHz
Temperaturerange ncl/ G2 bepecl

Demands on laptop/tablet
(Not included in thestandardsupplied set)

Intel Core i3 AMD Ryzen 8r higher
(Intel Corei5/ AMD Ryzen Becommended)
1 x USB 3.0/3.1/3.@r USB Type C)
1 x USB 2.(br USB Type C)
RAM 8 Gb or more
SSD 128 Gb or more
Windows 78, 10 or newer
Screerl2-m n €
-¢p /1-XO dBm
05,1, 2,5, 10, 25, 50, 1aM0, 500, 1000, 2000,
3000, 6000, 12000 MHz
Spectrogram, Waterfall
Persistence, Live, Max, Threshold
Wide-Range, Signal, Selection
RF Sweep, Guard 24M8roadband
Signal Analyzer: displayed, selected, teak
Car Tracker Detector: mobile bands
Frequency, Bandwidth, Name, dbm Level, dbm P
Level, Danger Level, Peak Danger Level
Begin, End, Name, Typeqreshold, Priority, Tracke
detection
Frequency, BW, Name, Modulation

Displayed dynamic range
Displayed spectrum spans

Spectrum graphs
Spectrogram's displayed data
Detector's modes

Updated spectrum span

Fields of "Signals" table

Fields of "Bands" table

Fields of "Known Signals" table

ODA4 omnidirectionalwidebandantenna

Can be used with any RF equipment, including receivers, spectrum analyzers, RF detectors, etc.
Is capable of receiving the entire frequency ra®dddz¢ 6000 MHz with increasesensitivity in

the range 080 MHz- 4000 MHz

Connector type: SMA

200r 80cm cable

Dimensions 20 x 3.5 x 0.6 cm

Mode of use: receive

Indoor use only

=a =

=a =4 -4 8 9

! Depends on the number of mobile and wireless bands employed in the country of use

7
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MWA-6 microwave antenna

E R

= =4 -8 48 -8 -8 _a_2

Can be used with any RF equipment, including receivers, spectrum analyzers, RF detectors, etc.
Is particularly good for the locatibof GSM, CDMA, 3G, 4GTE, 5G<6GHz)Wi-Fi 2.4GHz,
Bluetooth, WiFi 5GHz, DECT and other digital transmissions

Frequency range 866500 MHz

Directed (logperiodic)

Typical forward gain: 6 dBi

Connector type: SMA

200r 80 cm cable

Dimensions 18 x 14.5 x 0.7 cm

Mode ofuse: receive

Indoor use only

LPDA12 microwave antenna

1
1

=4 =4 -4 -8 8 _9a 9

Can be used with any RF equipment, including receivers, spectrum analyzers, RF detectors, etc.
Is particularly good for locating digital transmissions above 2GHA:TER12GHZz), 532-
12GHz, WiFi 2.4GHz, Bluetooth, \ARi 5GHzfor tracing other microwave sources, including
bugging devices

Frequency range 20002000 MHz

Directed (logperiodic)

Typical forward gain: 8 dBi

Connector type: SMAale

Dimensions 8 x 6 x 0.7 cm

Mode of use: receie

Indoor use only

TheMultifunction Probe

)l

=a =4 A

=a =4 A

Detects electronics emitting an electromagnetic field, infrared signals dledjal signals in
110V/220V wiregline carrier bugs, covepowerline networking, Ethernet telephone, alarm and
other low-voltage wires
3 channels of detection:
0 IRc infrared(built-in sensor)
0 LF-low frequency(built-in sensor)
0 WIRE high and lowvoltage wires
Frequency range
0 IR:9kHz¢ 4 MHz
0 LF9kHzc¢ 10 MHz
0 WIRE: %Hz¢ 100 MHz
WIREMax. voltage 28V (Measurement Category II)
IR: Spectral range of sensitivity: 740 ... 1080 nm
Direction of sensor:
o LwY HnAc
0 LF: Omndirected360c
Dimensiongl45 x 82 30 mm
Connectors: BNC maliOC7 socket
Supplied with digh voltagecableand alow voltage"alligator' cable
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Supplied set

Delta X 2000/6 Redlime

Item 2000/6 RealTime
Main unit - case with the builtin spectrum analyzer and RF switcher
Software Delta X on the UStBive

ODA4 - omnidirectional wideband antenna

MWA:-6 - microwave antenna

Multifunction Probe with cables

Coaxial lowattenuation cable 5 m

In-line modular adapter

Tripod convertible to handle

Set of accessories (case's cover lock, angle USB adapterstd38IKZA and SMA
to-BNC adapters)

[EEY

©ooNOUA~A®WDNE
PR RRPRREPRREERE

c Main unit with the built-in spectrum analyzer
and RF switcher

0 MWA-6 - microwave antenna

MWA-6 Microwave antenna

° Tripod convertible
to handle

o Set of accessories

o In-line modular adapter (case’s cover lock,
angle USB adapters,
BNCto-SMA and

SMAto-BNC

n‘f‘ adapters)

ol

U8
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Delta XG26, Delta XG212

Item G26 G212

1. Main unit with the built-in spectrum analyzeand RF 1 1
switcher

2. Carry case 1 1

3. Software Delta X ora USB drive 1 1

4. ODA4 - omnidirectional wideband antennawith 1 1
screw and 20 cnecable

5. MWA-6 - microwave antennawith screwand 20 cm 1 1
cable

6. LPDAI12- microwave antenna G212 only) - 1

7. Multifunction Probe with cables(high-voltage cable, 1 1
low-voltage cable, 2n coaxial cablg

8. In-line modular adapter 1 1

9. Set of accessoriedJSB Type C to USB Type A adap 1 1

- 2, angle USB adapter 2, magnetic stickers for
laptop/tablet - 4)

)

v O
‘ODA-4 Omnidirectional antenna
> )

OO

o 1 d

10
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Warnings

The spectrum analyzerinput attenuator andront-end switches are sensitive to Elect8iatic Discharge
(ESD) and have a damage level just above +20 dBm@aesak.of breakagelue to this reasomvill not be
acceptedunder the product warranty.

Somecommon events which may lead tmnt end damagendthe loss of warrantynclude:

1 Applying more thar-20 dBm peak power, such as anemna exposed to a radar pulse ased
nearasignal exceeding 2 Wat(nonlinear junction detectartransceiver)

1 ESD from a passive antenna, either from discharge to an antenna element, or from connecting a
large antenna pcable whi@ has built up a static charge

1 Connecting to an active aina which is already powered up

The general recommendations are:

T Never connect any signals or outputs attive equipment directlyinto inputs of the system

Do not useactive antennas

1 Do not turn on 25 Watt VHF/UHF transceivemsnd NLJD (nonlinear junction detectors) a
close proximity to the antenna

]

Startup

Setup

Usea laptopor tabletin accordance with the specificatisrabove Insufficient processing power may
result inunstable operation.

i Depending on theomputerbeing usedandthe Windows versiorselect the appropriate setup file on
the supplied USB flash drive and run it
1 64bits: Delta X Setup x64.eXeecommended)
1 32bits: Delta X Setup x86.exe
TheDelta Xsoftwareand driverswill be installed automatically.

It is strongly recommended to use the latest version of the software. It is always possible to
downloadit using this link:
https://sweepingtscm.com/(Downloads)

i Reboot the computer

i Disable allaudio enhancements for the playback device in order to allow the Delta X softtware
producesounds correctly:
1 Rightclick the speaker icon in the system tray (near the clock)
1 Select'Playback devicés

1 dQick the sound devicevhich will be usedor playback (tyjcally "Speakery), and then click
the Propertiesbutton

11
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1 Onone of the shown tabs find the checkmark responsible for the audio enhancements and disable
them. Remove the checkmark if it'Bnable Audio Enhancemehtsr set it if you seéDisable all
sound effects.

1 dickOK

Placement of a laptop or tablet

Thed H n n n k-& A Yulddlefis designed in the form of a cadato which a laptop or table can fit
Placethe laptop/tabletinside the caseelectinganappropriate positiordependingon the location of USB
sockets.

Before starting work, t@revent accidental closing of the case's cover insert the lock into the groove near
the velil of the case's cover:

The newer modeléGX M H ¢ GR6£ Rredésigned in the form dd portableunit which holds thdaptop
or tablet with the help ofmagnetic holdersn its upper sideThe counter magnetfmagnetic stickersyre
included in the supplied set andust be stucko the underside of the laptop or tabldtefore the system
is used Once thestickers are fixed on the bottorside the laptop or tablet can battached to or de-
attached from the Delta X uniivhen necessary.

Attaching of magnetic stickers

1. Clean the bottom side of the laptop/tablet with an aigtiease cleaning wipe

2. Temporarily screw the OBAwide-band antenna to the dlder on the right side of the main
unit and the MWAG microwave antenna to the left sidBoth antennas must be positioned
vertically.

3. Putyour laptop or tableon the Delta Xunit, connect the power cabl® it, connectthe USB
cables anchdapterst & R S & ONX 0 8IB connectidiSual irdd 2hyg bestocationfor
laptop/tablet keepingin mind the following suggestions:

1 The laptop @ tablet should not protrude beyond the edgef the main unit

1 Protrusion of the USB cablesmn be minimized by shifting the laptop/tablas the
sideopposite tothe USB sockets

1 Interference between the cables and antennas can be avoided dhyifting the
laptop/tablet backor-forth

1 If atablet isoeingused make sure the Delta X magnetic holders do not interfere with
GKS dGFrofSiQa YI3aySGiAO aSyaz2Nha,a&sleepOf 2 3

12
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mode is entered suddenlyhen the tablet ison the holdersit is necessary to change
the position of tablet.

1 Areason thef | LJibatiodside which touch the magnets must be flat amithout
anylegs or ventilation slotéthe stickers will be fixed therelChange the position of
laptop if necesary

4. Remember the selected location and remove the laptop/tablet

5. Put4 magnetic stickers atme holderswith the adhesive side ugnd protective film removed.
Align the centes

6. Keepthe laptop/tabletabove the main uniin the desired location, thetower andpressit
firmly to the stickers Holdfor a minute or two, then Ift the laptop by raisingits cornes in
turn. The stickers wilbe fixed to the bottom side of thiaptop/tablet. Allow the glue layeto
dry, andavoid multiple mating duringthe first 24 hours.

13
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USB connections

i Gonnect the cables to the corresponding USB slots of the comjutgzcordance to thenarkingon
the USB connectord hemainblue USB 3.0 pluzanonly be connected tahe USB3.0/3.1/3.2 socket,
marked agiSuperSpeedd 2 NJ a { { €

USB Type C

(
{ >
Type C to Type A

= adapter

soedsyoey

Use theadapter from the suppéd set or a hub (not included in the supplied sétjour tablet or
laptop does not have &ype AsuperspeedJSB3.Xsocketbut insteadhas Type C onl{fheadapter

orhubmustsupport p D0 LJa ¢ Zhherepeednoded LJa €

Constantly epeatedUSB notification sound€onnect, Disconnect) meathat either the USBocket,

hub or adapteris incompatible with thét p Do LJaé¢ 2 NJ amn D § drdihé devicezLJS N.
driver is not installed properly. It is possible to install the device driver separately by running the
C\Program Filedigiscan Lah®elta X 1.¥Driver64bit.exe program "as adnistrator".

14
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U  The otherUSB 2.0 plugsan be connected tany typeof USB port

i Theshortcable coming out of thenainblue USBlugis designed to supply additional powiarcase
the main USB socket is not able to supply sufficient current to the deligamayhappenwith older
laptopsequipped with thefirst 3.0 version ofUSB Modern computersisually haves.1, 3.2 or USB
Type Qgeneratiors being able toprovide higher current so the connection of additional powering

cable is not needed

0 Use the angle USB adaptersstiorten the protrusion of the connectors aastoid bendinghe cables

Connection and mounting of antennas

In most ofmodesthe antennas should be connected follows

Connector Antenna

INPUT Omnidirectional wideband antenna OEIA

AUX / AUX1 Microwave antenna MW#A

AUX2 Microwave antenna LPDE2 (G212 only)

PROBE Multi-Fdzy Ol A2y t NRO6S O6GKS dat NP6Sé Y2

Delta X 2000/6 Redlime

The recommended way of the antenna's placement is mounting them to the upper part of the case with
the use of supplied screws. When using this method, the operator can easily move the Delta X system

during detection and locating:

MWA-6 Microwave antenna

[
£
£
g
-
£
L]
]
g
]
-]
0.
0
=
2
£
E
(-]
3
a
o

The ODA4 antenna The MWAG6 antenna

15
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Both the omnidirectional antenna OBAand directed microwave antenna MWBAcan be mounted
simultaneously and connected to the INPUT and AUX correspondingly. The connectors are located on the
rear side of theupper panel:

During the locating procedure the operator might need to keep the antenna in hand to probe objects and
hard-to-access places more closely. For this the selected antenna can be mounted on the supplied tripod
which easily converts to a handied is connected via the 5m extension cable.

When the Delta X systems is used in a fixed position (Guard 24/7 mode) the selected antenna can be
mounted on the tripod.

Delta XG26, Delta XG212

LPDAL2 (G212

The ODA4 wide-band antenna must be screweetrticallyto the holder on the right side of the device
GAGK (GKS KStLI 2F GKS Gohnedtiefcabletd tNRINPUT $0&ket andiiellcsrA S F
panel.

Screwthe MWAG microwave antennatothe hokINJ 2y G KS f STi4 aARS 2F (KS
bolt from the supplied set. Position the antenna byt I O | cableldiye&ed to the operator. Connect
the cable to the AUX1 socket on the rear panel.

Screw the LPDA2 antenna directly to thé\UX2 socket on the rear panel of the uiG212 only).
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Running the software

Start the Delta X softwar&@hestartup window will appear on the screen and the procedure of findlireg
connected hardware will be performed.

Delta X

Countersurveillance sweeping system

= Delta X

Countersurveillance sweeping system

Version 1.231 Version 1.231

Device not found

In case of detecting thBelta X equipmerthe "Found devicewill appear and the main window will open.

Select the desired language if necessary. Ifsitbiéware does notisplaytext correctly, itisnecessary to
change the system locala WindowsP h LISy §( KS dniaRe\surd\Nil® €ontentis/diplasad
G{YIFftf AO2ynaé¢wWSAKBEEy@IKYE a! RYAYAAOINr ABSe Gl o |
{SG GKS &/ dzZNNEB y ipondidgiaitts Yangtiagelok the®élta X1 2 NNEB &

When the software is started for the first time, some required settings are missing. The application will
ask the operator to perform a calibration and specify the country of use by enteringSéeingsg
General"automatically:

1 Make sure nothing is connected to the INPUT, AAXX1, AUXZnd PROBEDcketsand press
the "Perform calibration"button. The procedure will finislithin a few minutes.

1 The 'Locationg Country"allows the Delta Xo correspond to the local frequen@llocationand
recognize the location's broadcasting signals. Specify the country and follow the instructions
(please readhe "Settings- General sectionif necessary)

If there is no connection, there will &"Device not fountimessagelt is possible to closthe software
andtry again or run in the Read mode for reviewing the logs ahdngingsettings.

Possil# reasons for the absence of connection:

Not all USB cables are connected

The Bue USB 3.0 connector has beeagerted in theincompatible USBIlot (no 6S$ sign)

The pwering cable is connected before the signal cable (must be connected after)

Forsome reason the rivers are not installediuring the software setup (can be checked in the
Device Manager)

1 The computer was not rebooted afténe installation ofthe software

= =4 —a A

If any connection problesiappear he device can be quickly reset by unpliggthe USB cables
temporarily and then connecting them again.
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Controls and elements

Maximize and

S Signals
minimize menu

Locator Detector
Menu

Theme (co
- Main office - 09.07/2021 _
[ ‘K ¥ Log

—— Main office ol

Genorl Unknown | Dangerous | [ Hold max danger | Select | Zoom in selection Scroll to marker

Bands
1/8 v |Spectrogram

Frequency! | Name —aw |[dBm  |[Danger . L i 2.4 GHz Wi-Fi/BT/ZigBee
0 SkHz |

(Mianaal modes ode ! g | | e

4287109 9,3 kHz

4293945 | ] [ 50dBm

433,9209 195, [ = -60dBm

438,7695 . E 70dBm

I Stop/View Log 446,049 |488kHz |

Known Signals

Signal Analyzer
[Bection

I { dBm
Update Masks 868,0664 19,8 kHz

868,103 [195 ki1z SodBore

RF Sweep |
Guard 24/7 Bands ||| e
Car Tracker Detector Band Name |[sw o 11:12:35
DCS-1800/4G Uplink 75 MHz
DCS-1800/4G Downlink |75 MHz
DECT 20 MHz
3G Band 1 Uplink |60 MHz
3G Band 1,10 Downlink {60 MHz
2.4 GHz WiFi/BT/ZigBee |84 MHz
G/LTE Band 7 Uplink |70 Mz
4AG/LTE Band 7 Downlink |70 MHz

leo i PV

Probe 11127

Danger t: 35°C USB: 4,59V

Status

Settings - General

General

Perform calibration, specify country and make other settings here

General < Back to Stop / View Log |

Bands
5 Software version: 1.231 Check for update:
Known Signals
Device: BB60, 9 kHz - 12000 MHz, Serial: 20181870
| Manual modes
. Calibration status: oK
Signal Analyzer

Perform calibration Clear calibr:

| Detection
Stop / View Log
Update Masks

Location
RF Sweep Country United States
Guard 24/7

Cal Tracker Détector @ Additional parameters

Probe

X www.sweeping-tscm.com

Danger t:35°C USB: 4,59V
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If the computerbeing useds online the "Check for updatesbutton checks fothe presence of newer

versiorson thededicatedweb site and offers to downloadf available If confirmed, the Delta X software
will close and downloading will commence in a default browser. Itthvélh be necessary to find the
downloaded zip file in thdefault"Downloads" folder, unzip it and start the setup. All logs and settifigs
the Della X willstay unchangedfter the update.

Calibrationis neededfor the compensation othe changing dynamic ramegon different frequencies, thus
making the spectruntracessmoother and more understandable.

Performthe calibration once oreachcomputerthe system ideingusedon.

Make sure nothing is connected the INPUT AUX(AUX1, AUX2and PROBEocketsand pressthe
"Perform calibratiori button. The procedure wilfinishwithin afew minutes The antenna& or probecan
then be connected.

The"Locationg Country' allows theDelta X system to knotie local frequency assignment aagdsuch
to setup the mobile and wireless bands and recognize ltlvation's broadcasting signalsAfter the
country isselectedthe softwarewill offer to set up the Bandand clear thé'Known Signals table:

| Confirm

o Apply change now (auto-setup Bands, clear Known Signals)?

Press'Ye$ to continue.
Additionally,you will be askeghermissionto rewrite the datain the Bands table

Please notesince the FM and TV broadcasting frequenaigght differ in the new country the Delta X
software will offer to clear the Known Signals table. Pré¥e$ to agree or'No" if the table contains
precious information at this point and yauish to exportti first.

Additional parameters

’ Additional parameters

Data storage folder

CaUsers\Publid\Documents\Delta X\Logs\

Use space on disk, Gb
Available space on disk, Gb:

Total disk space, Gb:

Sensitivity to common signals

. Scan 802.11 wireless access points by wireless adapter

If necessary, thelata storage foldercan be changed. In the case of changing the data storage path after
using the systemit is recommended to manually delete tpheeviousfolder to free updisk space.
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The"Use space omlisk' allowsthe operator to limit the space occupied by the logdter reaching the
limit the Delta X software widutomaticallydelete the olerlogswhen it is indetection mode

Take into consideration theccupieddiskspace pe24 hoursof detection:

2000/6 RealTime  G26 G212
Occupied disk space per 24 hours 11-12 Gb 11-12Gb 22-24Gb

If you are planning to use tHeelta Xsystem in theGuard 24/7mode,we suggesselectinga laptop with
an increasedliskspace To speed up thdatawriting and readingve suggest using high-speedSSD.

Please note that the logging of data during the detection may be suspended if the selected disk does not
haveenoughfree space.

"Sensitivity to common signalsdetermines the thresholdor common signalin the detecting modes
and assuch affects the detection distanc@/ith a"High' level thethreshold is low so even the weakest
signals are capturechere te detection distance ilbngestbut some false detectin (alarmg might be
produced. Witha "Moderate"' level the Delta X sethe thresholdin the middle so there is aroptimal
balance between the detection distance and false detecti6hew' sensitivity setsa higher threshold
and allows the operator to mimize the alarm rate and simplify the subsequent analysis.

"Scan 802.11 wireless access points by wireless addb#ows the system to use the computeViFi
card in order to scan for the available access points periodically and display them oretlieo&@am.
Thisfunction will work if the computer is not itflight (plane) mode only Please read sectighnspecting
wireless bands (Wi, etc.).

Settings - Bands

The Delta X effectively detects eavesdropping devices transmitting information via mobile networks or
wireless ISM bands. For thgarpose the software handles mobile aniireless bands in a special way: all
activities within each band are grouped and displayed as one signaamiitidividual thresholgdas sich

the detection results do not contain excessive information; hopping signals are detected and located
better whileanybackground interferenceés eliminated with the help of the threshold.

Auto-Setup

The Bands table must correspond to the local frequency assignment to ensure correct detection. The Delta
X is supplied with a number of data files for different countries, so after setting the canniry” Settings
¢ General the system offers to setufhe Bands table automatically.

It can also belonelater with the help of the'Auto-Setug' button.
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I3 Delta X - Main office - 09.07.2021 Adjust the table Operations with
‘ Batids automatically external data file
‘* ] | Please enter all the cellular and wireless bands which are actiye in your area (i.e. GSM, 3G, 4G/LTE- Wi, etc) Content of

Seftings the Bands
General Back to Stop / View Log L Auto-Setup || Import/Export | table

Known Signals Begin, MHz |[End, MHz  |[Name [Type | Threshold, dBm |[Priority  |[Tracker det.

617,00] 652,00 4G/5G Band 71 |Downlink 0|0 =]

Manual modes | 663,00 698,00 |4G/5G Band 71 Uplink 80 | ™)
Signal Analyzer 699,00 716,00 | 4G Band 12,17 Uplink 903: [ ]

729,00 746,00|4G Band 12,17 Downlin 50| @ [*]

Detection 746,00 756,00 | 4G Band 13 Downlink s0|@ (5]
Stop / View Log 758,00 768,00|4G Band 14 | Downlink 50|m [5)

777,00 787,00|4G Band 13 Uplink 80| o
788,00 798,00 4G Band 14 |Uplink | 80|of ]
RF Sweep 814,00 849,00 |4G/5G Band 5,26 |Uplink 80| o

Update Masks

Guard 24/7 [i721

Begin, MHz 617 End, MHz [ 652

Probe Name 4G/56G Band 71
Threshold, dB 50 4 =g [ | 3

Type Downlink (base stations) ¥

Car Tracker Detector

@ High i y short transmission, <1 ms)

@ Track

X! & Ccone ( Delete all |

Danger . :35°C USB: 4,59V

Add Delete Apply Discard Clone Delete all
record record changes changes record records

Fields
TheBeginand Endfields are the edges of the band.

The Name field is obligatory and should be unique for each pair of bands, consisting of uplink and
downlink.

There are the fébwingtypesof bands:

1 Uplinks:Used by mobile devices for sending information to base stations

1 Downlinks:Used by base stations for sending data to the mobile devices

1 Shared frequency The band is used by both sides of communication simultaneously. This
technology is used by some 4G/IS@&bands, WAFi, Bluetooth, ZigBee and DECT.

The"Threshold determines the sensitivity for the band. When it is exceeded by a signal, the band
becomes"dangerou$ and producesan alarm. The threshold allows the operatoo eliminate any
interferencefrom neighbomg mobile phones, WFi access points and wireless phones which cannot be
switched off during the detectioprocedure

Since the task of counter surveillance sweeping is detecting local signdlsgbieolds for mobile devices
(uplinks and shared) must be lowevhile base stations (downlinksghould be rejected with the help of
higher values. The thresholds can be adjusted automatically or manually.

The "High Priority’ parameter should be set fathe uplink bands of the standards which have short
transmission time (timeslots). These are GSM, 3GSEIDECT and \WHi. When fetching the spectrum
trace, the Delta X system measures the priority bands longer in order to capture the short bursts.
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The "Tracker Detectioh parameter should be set for the uplinks of the mobile networks so they are
scanned in the Car Tracker Detector mode.

If the "Auto-Setup' is successful, the system is ready for detectidn. this case, you can skip the
following sectons describing the Bands in details.

Import and Export

If the "Auto-Setup' cannot find thedata file for the selected country, the Bands table canfiled
manually using théimport/Export" button. The recessary bands should be imported from #dernal
data files. The program has the following view when the impexiport is activated:

Content of Open and Relevant Content of
the Bands create file countries the external

table data file

(23 Delta X - Main office - 09.07.2021

Bands

Please jenter all the cellular and wirele Is which are active in your area (i.e. GSM, 3G, 4G/LTE, Wi-Fi, etc.)

Settings

General Back to Stop / View Log ( Auto-Setup | [ [
f., =3
IS Bands ~ Import/Export Wireless Bands.sdb

Known Signals Begin, MHz |[End, MHz  |[Name " V“y’p(:m S— S End, MHz  |[Name Type
61700 65 | Downlink s ~ 90200 928,00 I1SM 902-928 | Shared
Manual modes 663,00 6 GBand71 | uplink - 17864 0" 1792,00| DECT South Korea  [shared
Signal Analyzer 699,00 716, 5 Band 12,17 ‘Uphnk | S2 1880,00 | 1900,00 | DECT Europe Shared
72900|  74600|4G Band 12,17 |Downlink ! - 192000]  1930,00| DECT USA/Canada Shared
Detection 746,00 756,00 /4G Band 13 Downlink = 240000|  2484,00|2.4 Ghz Wi-Fi/BT/ZigBee Shared
Stop / View Log 758,00 768,00|4G Band 14 Downlink R 240000 700,00 | Wi-Max 3400-3700 [Shared
777,00 787,00|4G Band 13 Uplink 517000 583 Shared
788,00 798,00 4G Band 14 |Upink

RF Sweep = . %

Guard 24/7 [i721

Update Masks

Car Tracker Detector Begin, MHz 617 End, MHz 652

Probe
d, dB ,50|‘ =-=‘}

Delete record in
Importand export the external file
of records

Clone ( Delete all |

Danger - t:35°C USB: 4,59V

The system is supplied with the following standard data files:

1 GSM Bands

i CDMA Bands

f 3G Bands

1 A4G/LTE, 5G(<6GHmNnds

I Wireless Bands

To fill the Bands table for your counfrfirst determine the frequency assignment of the mobile and
wireless bandsThis informationmight beavailableon the Internet or can be obtained from théocal
communication authorities

1 Clear the table with the help of thiDelete All' button

1 Open the"Wireless bandsdata file with the help of théFile' button

1 Use the<button to importthe necessary barsl(typicallyDECT, 2.4 GHz \iBT, 5 GHz \AAi
and some others)
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1 Open the GSM, 3G and 4G (LTE) ifilearn anduse the< button to import the bands which are
used in your country
9 Import the assigned bands onlf:here cannot be overlagpg bands in the Bands table

After the Bands table is prepared its records can be exported into the external file for subsequent use:

Press thé'Import/Export' button

Press'File’, type in the new name for the data file and confirm creation of the new file
Press >> to export all records

Press'Country' and mark the country for which the file is created

Press the'Import/Export' again to close the data file and leave the mode

Now the"Auto-Setup' function will work if the corresponding country is selected in'tBettings
¢ General

= =4 -4 —a -—a -8

Manual editing

If manual editing in théBands table is neededuse the correspondingavigationbuttons Add, Delete,
Apply andDiscardto add and delete records, apply and discary changes.

"Cloné' creates a copy of the current records.

The"Delete All' button can be used when it is necessary to clear the table before impotti@gew
bands.

There are the following rulefer bands:

1 Both the uplink and downlink basdshould be imported or created according to the mobile
standard

1 Do not create nor import the bats which are absent in your country/state

No empty recordsire allowed

1 No empty mmesareallowed. At least ahortand uniquedescription should be assigned to each
pair of bands.

1 No repeatingof names

Uplink and downlinls names for the same barsthould coincide

1 The bands cannot overlap. In case of overlapping they should be combined in one record. For
examplejf 2 bands 1704750 MHz and 1700770 MHzre used in your country, theshould be
comhbned in one band 170Q770 MHz

E]

E]

Settings - Known signals

The Knownig§nals tablecan contairsignas of radioand TVbroadcastings well asnyother continuously
existing signals in your arsach agadio communications or wirelesgysials

Thesecan be police, federal, military, amaft, air traffic, marine, amateuy public safetysignals and
wireless devices like door openers, alarm detectors, car remotes, etc.

Such signals are safe and can be met in the area many times, so saving them in the ignaistale
will speed up theprocess of their identificatiomwhen they are detectedKnown signals have a narse
the operator can easily distinguidietweenthem. The more signalthat are named andsave in the
Known Signaltable, the fewer unknown signals are met during detection
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Becausdn each area (country, stater city) there might bedifferent TV, FM andadio communication
frequencies it is recommended talean theKnown Signalt&ble and add local frequencies agaany
new area Theinitial signas can be exported to an external data file and restored when necessasuch
the operator can hava separate data file for each area wheaeletection is performed periodically.

Operations with
external data file

Representation
mode I

| (3 Delta X - Main office - 18012018

Known Signals

] (e ¥

‘ Known signals are the signals from the TV and FM broadcasting as well as the other safe signals existing in your area.

Benings

General |< Back to Update Masks

Content of
the Known
Signals table

Bands

‘ Import/Export ]
Show as [Central frequency and bandwidth v)

994

|250 kHz |FM 994
100 |250kHz  |FM100
100,5 }250 kHz \ FM 100,5
: 100,6 250 kHz [fM 1006
StOp / View LOQ e e e

Update Masks 250Kz

|FM 1019

RF Sweep

[250kHz  |FM 1025

250 kHz

Guard 24/7 ‘250 KHz

[FM 1031
|Fm 104

Car Tracker Detector 1041 |250 ktz
105 250 kHz

105,5 {250 kHz

|FM 104,1
|FM 105

Probe 1
|FM 105,5
[25/59

Central frequency Bandwidth, kHz  |250 -

FM 103,1

Example: 'TV Channel 12' or ‘FM 100

x [ Clone Delete all -

Name Modulation (FM v ‘

Measuring t:36°C USB: 4,72V

Clone a
record

Discard
changes

Delete
record

Apply

Delete all records
changes

Themostrecommended way adddinga signal ito the Known Signals table ig usethe "Add toKnownr

button after the signal is identified in the Signal Analyzer mode. It is also possible to fill the Known Signals
table automaticallyin the Update Masksode. The signals that are relevant for the selected country are
inserted.

More details about dding signals to the Known Sajriable can be read in sectiolidpdate Masksand
"Adding signals to the Known Signals table

Import and export

The "Import/Export" button allows the user to save the current collection of known signals into the
external data file and load it back when necessHre Delta X is periodically used in different locations,
a set of external files will help to quickly-agjust the systm each time the location is changed.

24



Delta X. User Manual

Open and create Relevant
file countries

File... H Countries...

Berlin.sdb
~ Iew  |lName " |[Modulation_
175 MH v2 AM
R ) Content of the
250 kHz TV2-Audio M

250kHz  |OIRTFM 704 ™ external data file

250 kHz OIRT FM 713 M
250kHz  |OIRTFM 729 M
7.5 MHz V4 AM
250kHz  |FM92;
[250kHz  |FM938 M
Import and 250 kHz FM 96,3 M
export of 250kHz  |FM 964 ™

250 kH: FM 100 ™M
records — !
250 kHz FM 100,5 2]

250 kHz FM 103 M

Delete record in
the external file

1 The"Filé' button opens the existing file or creates a new file
1 The"Gountries" defines therelevantcountries for the data file
1 The<, << >, and>>buttons copy the selected recordr all recordsfrom/to the external file

Fields and controls

The"Show AS defines the representation of signals in the tablae "Central frequency and bandwidth
mode is more convenientwhen editingnarrowband signalssuch as=M and VHF/UHFEommunications
channelswhilethe "Start and finish frequen&ymight be moe informaive when working wittbroadband

TV signals.

The"Spectrogram allows the user to see the spectrum of the selected signdloperate itsnask ¢rawn
in blue)

[ Update mask |[ Clear mask “ Clear all

Spectrogram
-30dBm
-40dBm
-50dBm
-60dBm
-70dBm

-80dBm

-90dBm
20

The maskepeatsthe signak spectrumand helps taavoid alarms fronthe signalduring detection The
"Update MasK button updates the mask of the selected sighgtakingvaluesfrom the Max trace. The
"Clear MaskK clears the mask of the selected signal. TG&ar all clears the masks for all signals.

The navigation buttonédd, Delete Apply andDiscardallow the operator to edit the table.
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The"Cloné' button allows the operator to create a copy of the curresignal (a popup window will
request some parameteys

Offset, MHz
(YT

Copies D M v ]
1 L OK Cancel B
S

The"Offset, MHZ definesthe shift of the copyThis is useful for creatirglist with fixed channel spacing
(TVor FMfrequenciesfor example). The"PrefiX' is usedwhen the nameis generated from the pair
"prefix' + "frequency. The"Copies$ sets thenumber of created copies, eadifset from the previous

one. Press'OK' to confirm or Cancel to exit.

The"Delete All' button can be used when it is necessary to clear the table before filling it in the new area.
When editing theknown signalsfollow the recommendationbelow.

1 The name identifies the known signal, so it cannot be empty and must be unique

1 The starting frequency F1 should be less than the ending frequency F2

1 Known signals cannot overlap each othmrthe mobile and wireless banéstered in the Bands
table
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Menu

The menwn the left sideallows the operator to select the working modéhe menu can bminimized
and maximizedwith the help of the buttorin the top left corner

TheTheme(contrast mode allows the operator to select the convenient color scheme of the application.
By default, thé'dark grey"themeis selected.

The current working mode stays active whém tsoftware is irSettings 8 somechangescan be made
without interruption of the curent operation.

Status

The bottomstatusline shows the general danger level, statfdoggingdata, errors and warnings.

Signals

The Signals table contains the detectdnals They are recognizedn the spectrumtracesandinserted
into the table automatically when the software istime RF Sweep, Guard Z4br Car Tracker Detector
mode.

There argwo sections in the table€ommon signals and Bands.

When the system detects activities within a mobile/wireless band, theyreserted into the Signals as a
band. Other activities appearing outside the bands are inserted as common signals.

Each signal consists of the following fields:

1 Frequency central frequencynot displayed for bands)

1 Namec is displayed if @ommonsignal § present in the Known signals taldeBand nameg
name of a band

1 BW(¢ bandwidth of a common signal or band

1 dBmc current dBm leve{green bargraph) and Peak dBm leVight green bargraph The level is
measured in the range 690 dBmo f 2 410 dB¥h (high)

1 Dangerc the current danger levdred bargraph) and the peak danger lev@lt red bargraph)
The danger levappears when a signal exceeds the threshold and is measured betweand)%
100%. The dangeeflects the strength anthe bandwidth of a signal simultaneously.
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Sorting "danger to the
2L

Current record / total
guantity of records

Signal filtering
m Locator Popup menu (can also be

called by rightlickirg on a

signal)
Toolbar for Common signals

Common signals 433,3837 ("Add to known )

‘[F’Fe’guen’c}f Name  |Bw  |[dBm  |Danger ][
Click on a field's 148,7646 [ 195 kHz

header to sort 391,9775 195kHz |

413,374 39,1 kHz Doubleclicka si It it
4333837 SEEkHE oubleclicka signal tosee Its

4338818 195 kHz spectrum wlth the displayed
433,955 87,9 kHz span readjustej‘d
4460546 | 293kHz | Clickto scrollwithout

1105493 [195kHz | - changing the displayesban
Click to show and ‘ : |

hide the toolbar Bands

dBm: -55 [ — ]
3G Band 1 Uplink Threshold: -84 =
Toolbar for Bands el
BandName  |BW  ||dBm f— | |
CDMA850 Uplink 25 MHz Peak Danger level
CDMAS850 Downlink .21 MHz . ‘
P-GSM-900 Uplink 25-MHz
DCS-1800 Uplink 73,8 MHz ' ' Current Danger
DECT i 720 MHz | level
3G Band 1 Uplink 6OMHz | ‘ |
2.4 GHz Wi-Fi/BT/ZigBee 84 MHz
| Wi-Max 3400-3700 300 MHz |

Current dBm level

Peak dBm level

Double-click(or press Enterpn a signal(common or bandjo seeits spectrum.The displayedrequency
span ofthe spectrumgrapts (Spectrogram and ¥aterfall)will bechanged to show the signalbandwidth
fully. If the Detector is in the Signal mode, it will beigssd to the signal.

AClickon asignalshows it in the spectrum graghlvithout changinghe displayed spani.e.just scrolls to
the signal If the Detector is in the Signal mode, it Wil assigned to the signal.

Thesignal filtering button allows the user to quickly select the desired signals:

1 All¢all signals are shown
1 Unknownc onlythe signals absent ithe Known fnals table are shown
1 Dangeroug; the signals witta Peak [Angerof more than 0% are selected

The"Danger tog button quickly adjusts sortingf the most dangerous signdis the top.

The"Hold Max anger' function automatically tunes in the ost dangerais signals during detecticso

that the spectrum graphs and the Detectetart showing the signalSince the Detector alvs the
operator to carry outhe locating procedure, the function is convenient for simultandpdstecting and
locating. The system is moved during the detecting (RF Sweep mode). As soon as a signal is found the
Detector will instantly show the danger level changing depending on the distance.

TheHold Max Dangefunction should be deactivated when it is necessary to scroll to and review other
signaldfrom the Signals tabler other frequencyranges onthe spectrumgraphs Otherwise the function
will forcibly tune into the most dangerous signal agawwhile readjusing the spectrum graphs
correspondingly.
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Thepopup menucontainsadditionalcommanddor the signa(s). It can be called bglicking on the button
shown below or byight-clicking on a signal

| Locator

A Unknown I Dangerous ]l Danger top H Hold max danger ]

{Common i 1/365 Selected signal > Search in other logs

f T All signals > Reset danger
[Frequencyl HName |BW HdBm ||Danger
- | i f = Generate report Delete

103,9843 FM 104 166 kHz |

—

‘f' = Unknown TDangerous || Danger top || Hold max danger J

17365 * Selected signal

‘Common signals

= T =——— = — —— All signals Export signals...
‘ ’Frequencyl HName W |BW MdBm ‘ {Danger \'l 2 i .

\ ‘ ‘ ; — i Generate report Show values
1039843  |FM 104 166 kHz | ‘

104,5898 !FM104,6 684kHz | | |
11050048 |FM 105 136,7 kHz |

Reset danger

Delete all

The"Selected signal Search in other logscommandallows the user to check other logs foe presence
of a signal RFbugging devicebroadcast signalover a limited distancesoit is unlikelythat they are
registered in otherparts of the aredcity. At the same time safe signals from commutiwmss or
broadcasting may be present in many placHserefore if you have done many swesgn different parts
of the areaold logscanbe used for additional identification of unknovgignas.

The log selection window will pop up:

J | Cancel |

| [Name - ] \date _|Masksupdatedon |||

ABC Tech NY 29.10.2018 [04.02.2019 9:26:41 ‘

Customer A .08.1 1.2018 ‘20.09.2019 14:0€ :

ST 0 ‘ Scroll through the logs
Atlanta office v22.1 1.2018 \
| Dallas factory 19.04.2019 121.01.2020 13:08:22
floor 1 113.062019 21012020 14:22:44

Main office 12.08.2019 \

Selectedsignal

-

[Date [Flesize  |@339earmez ||
21012020 s2Mb [+ | \
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Scroll through thdogsand watch for the'+" near the datesthis mears the presence ofa signalwithin

that date. Theold date can be immediately opened and the signal can be reviewed when the software is
in the "Stop / View Lagor "Signal Analyzémode. Do not forget taeturn to the current log andiate

after openinganold date.

Use the"Selected signal Reset dangércommand when it is necessary to clear the signmdakdanger
and removeit from the list of dangerous signal8s standard the peak danger keeps the highest value
measured during all previowsessions throughout the dayhe operator may want theeakdanger to be
cleaned for exampleafter the bands threshold is increased or the known sigaalask is reupdated
When the filter is set tdDangerou$% and the signas danger is reseit will disappear from the Signals
table. Pleas®nly perform this operation with full confidence in the safety of the signal.

"Selected signat Delete' ¢ erases the current signal.
"All signalsc 9 E LJ2 NI " aexpbnslthe Sighals table to the .txt file.

"All signals¢ Show values - turns on the showing of extra columns in the Signals table with the text
values of dbm and danger level

"All signals- Reset dangér - clears all signalspeak dangerWhen the filter is set td'Dangerou$ the
Signals tablevill become empty Pleasenly perform this operation with full confidence in the safety of
all signas.

"All signals; Delete All' erases all the signals from the Signals table.

The 'Generate Report feature allows the operator to export the results of detection into a PDF file.
Please read sectiorReporting.

The"field'sheaders are used for sorting theignals. 8bsequent clicken afield'sheader sorsthe signals
in anascending and descending ord&he subsequent clicks on the dBm and Danger firstly sotthdoy
current level(darker color) and then by the peak leyidhter color).

Thecommonsignals and bandae sorted simultaneously not depending on which header was clicked.

Thetoolbar for the common signalss shown and hidden when the sectlemeader is clickedt contains
the following controls

1 Labelswith the central frequency and name

T "Add to knowri' ¢ adds the curent common signal to the Knowiig8als tablePlease read section
"Adding signals to the Known Signals table

1 "Update mask ¢ re-updatesthe mask of theselectedknownsignal Please reatilUpdating mask
of aknown signél

Thetoolbar for the bandsis shown and hidden when the sectlerheader is clicked. tontains the
following controls:

 TheNameof the selected band
9 ThecurrentdBm levelof the selected band
1 Thethresholdfor the selected bandAease read thé Adjustment of the bandghresholds.
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Locator

The Locator significantly simplifies the processaufking the results of detection arlde physical locating
of transmitters.

While the Signaltable lists all registered signals, includihg non-activeones the Locator displays the
currently activedangerous signalsnly. The position of a signabn the Locatos circle is selected
depending orthe level of danger3rong and closeignas, with adangerlevelnear100% are situated in
the center, while wealker and further signals withlaw levelof dangerarepositioned near theouter edge

Thanks to thevisual ranking of the signalihe operator caneasily distinguish betweenlose and far
sources.As the Delta X system or its antenna is benayedthe approachedRF sources displayedloser
to the Locatots centerso that theoperator can easily pinpoirit.

Powerful and close Move antenna or

signals are located in | entire system to
the center pinpoint the source

A common signal

92,80 MHz
FM 92,8

433,29 MHz

A mobile/wireless band
(selected)

3G Band 1 Uplink

Alarm threshold
2.4 GHz Wi-Fi/BT/ZigBee

274,65 MHz

Display dangerous signals

Amobile or wireless bani displayed by a red square, while a common sigraf a red triangle.

The signat which exceedhe alarm thresholdand get into the red zonare drawn by a bigger shape
(please read about the alarm threshold in the next sectidbetecton. The signals below the alarm
thresholdare drawn smaller.
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"Display dangerous signalallows the operator to set the desired quantity of displayed signals

Click onto the signato selectit in the Signals table and showvon the spectrum graphs. Theurrently
selected signal idrawnunderlinedin the LocatorPleasebear inmind the"Hold Max Dangérfunction,
whichautomatically reselecsthe most dangerousignal when active

The Locator function can be engaged in any working mode. In the RF Sweep, Guard 24/7 or Car Tracke
Detector mode it will display a number of dangerous signals simultaneously,iwkiile Signal Analyzer

mode it only showshe currertly selected signal. Thianction can also be used in the Stop / View Log
mode to see how stmg the signals were durirdgetection.

Using the Locator in the Signal Analyzer mode for physical locating of the transmitter is strongly
recommendedThe physial locating is performed by scanning the area with the antenna and finding the
place with the strongesiangerlevel i.e. when the signas$ centered irthe Locator.

Detector

The Detectoiis created for informing the operator about the detected dangsents and locating the
transmitter. It shows the current level of danger on the bargraph antifies the operator witithe audio
alarm In addition the Detector displaysthe history of the danger events on the Alarms graph.

The physicallocatingof the transmitteris performedby finding the place with the highedtingerlevel

(both the Locator and Detector can be used at the same timibe audio alarnfunction produces
proportional sound when activated.
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Current danger level Peak danger level

Detector |[Eollaigilyy]
Mode Signal v)

Signal 4G/LTE Band 7 Uplink [2500-2570 MHz]

Danger level 44 /67 % —

Alarm threshold 5% e —— | Click to set the
: alarmthreshold

“ Zero

|
i —————————_ The period of theletection

100 % process is shown by the light

90:% green color

80%

70 % Selected signal's alarms. Click

1 on the event to see it on the
Waterfall

60 %
50 %

Lo
0% Broadband alarms (alarms from

30% 3 all signals)
‘
20%

10 % | Alarm threshold

0%
08:50

15 Min x> ﬂtL] [ Scroll to present E

Turn off Auto to zoom in/out (set time span)

The Detector can work id modes: WideRange, Signal and Selected range.

In the "Wide-Rangé modethe Detectormonitorsall signals simultaneouslyihe operator carkeep an

eye onthe general RBituation existing in the area by watching the bargraph and listening to the audio
alarm.When a new dangerous signal appears, the Detector will warn immedi&tety theLocator to
observe thedangerlevelof separate signals.

In the "Signal" mode the Detector displays the danger level of a particular sigiéth is currently
selected in the Signals tablelfethercommon signal or bandJhis mode can be used during the locating
procedure or for studying the history of a separate signal.

In the"Selected rangémode the Detector displays the danger level of a frequency range selected in the
SpectrogramThis mode can be used for physical locating of:

- hopping signals thanks tbe ability to monitor a number othannelsat the same time;
- narrow signalexistingwithin a mobile/wireless band, for example, Bluetooth or Zigbee

Whenthe "Audio alarm' is onand a danger event is detectethe Detectorwill produce thewarning
clickingsound The intensity of clickis proporionateto the level of dangerThisfunction is used for the
physical locating of the transmitter.

The"Alarm threshold allows the operator to adjust thkevelat which the Audio alan starts producing
sound.The alarm threshold helps to avdiaisealarms occurring from the insignificant changesafe

signalsspectruns and is convenient during the physical locat{tagalizingprocedure The default value
isset t025% in althe detection modesexcept the Car Tracker Detectpowhere it is 10%.
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Theincrease othe alarm thresholds helpful duringphysical locating since it decreases the area around
the transmitter where the alarm audio appears. Increase the threshigg-lsy-stepin order to outline
the location of the transmitter.

It is possible to change the alarm threshold by clickingvréical"%' scaleof the Alarms graph.

The"Zerd' button allows the operator to quicklget the audiothresholdequalto the currentlevel of
danger andas suchreject all weaker values. It can be also useful during the physical locating procedure.

The"Alarms' graphdisplays the history of dangevents Broadband alarms, i.e. maximum possible
danger at each moment, are drawn in light rddhe level of danger dhe selectal signal is shown in
darker red and isenderedin the Signal mode only

1 Thetime spanadjustment allows the operator to select the displayed time spainen the Auto
is off. The time span can also be selected with théphaf the mouse wheel or by the standard
3SaGdNBa at AYyOKE YR a{LINBIFIRé 2y (GKS (2 dzOKLJ

1 The"Auto" button automatically adjusts the time span so thatthkk logged danger events are
displayed

1 The"Scroll to Presentbutton scrolls to present time

1 Thescrollbar allows the operator to scroll in time order to see theevents at anydesired
moment (when the Auto is off).

Clickingon the Alarmsgraphworks differently depending on the working mode of the Delta X:

1 In the Stop/View Log mode a click scrolls the Waterfall to the corresponding time, loads and
displays the correspondirtgaceon the Spectrogram anshowsthe dBm and Danger levétsthe
Signals tablevhich existed at thenomentof clicking The Locator willleow the dangerous signals
which existed athe momentof clicking

1 In all other modes a click just scrolls the Waterfall to the corresponding time

Spectrum
TheSectrumpagedisplayshe graphs responsible fatisual representation afpectrum

1 TheSpectogramin the upper partrendersthe frequency orthe horizontal axis anthe dBm
level on the vertical axis.

1 TheWaterfall in the bottom part shows how the spectrum is changing in tifteehorizontal axis
is the frequencythe verticalisthe time and the coloof pixel reflects thelBmlevel.
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Band label Click on header tshow/hide toolbar

) T ——
Zoom in selection | Scroll to marker
lspedrogram

Persistence a ﬂ Max E Max clear -90...-30dB ' (|

3G Band 1 Uplink

Selection

-30dBm

-40dBm

Marker
-50dBm

-60dBm M o : Color scale

-70dB {/ ‘ ‘ He i) .
2 I | ‘ ‘ ‘ \ | ‘ Point of l
-80dBm ‘ | ‘ yellow

-90dBm ;
1900 1905 1910 1915 1920 1925 1930 1935 1940 1945 1950 1955 1960 1965 1970 1975  198( Click to tune 2000

|Waterfall in signal (a]

Density esssfilssms ([ Above threshold only

12:05:14 =

12:03:20
12:01:30 Time scroll

11:59:40
11:57:50
11:55:58
11:54:05
11:52:13
11:50:21
11:48:29
11:46:37
11:44:45
11:42:53
1900 1905 1910 1915 1920 1925 1930 1935 1940 1945 1950 1955 1960 1965 1970 1975 1980 1985 1990 1995 2000

100 MHz —— 5—1 El ’j El

Displayed frequency span Frequency scroll

Spectrogram

TheSpectrograncan display the following data:

1 Persistence a way d rendering the traces witleolor depending on the continuity (persistency)
of the signal. Rase see the description below.

1 Liveg the current trace, obtained during the last update. Shown by green color.

Max ¢ the maximums accumulated during the current operation. Shown by orange color

1 Thresholdg the reference trace uselly the detection algrithm for the selection of signals from
the trace and estimating their level of danger. Is shdy red color

|

Aclickon the Sectrogramwhen in the Signal Analyzer mode allows the operator to tune in the desired
frequency.The marker (vertical line) will show the selected frequency. When graphis scrolled to
another range and the marker is not visitee "Scroll to market button goes back to it.

TheSpectrogramallows the user to makaselectionwith the help of the left mouse button. It is possible
to zoom intothe selection with the help of théZoom in selectioh button. Thus,a desiredfrequency
rangecan be quickly viewedRlease note, that waen the signal is double clicked in the Signals table the
selection of its bandwidtin the $ectrogramis made automatically.
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Thedisplayedfrequencyspancan be selected with the help of the corresponding conttds possible to
select theconvenient valuef between0.5 MHz and 6000MHZhe span of thepectrogram and waterfall
is selectedsimultaneously The span can also be selected with the helphef mouse wheel or by the
a0 yRINR 3SaddzNBa dat AYyOKé |yR G{LINBIR¢ 2y (GKS

The frequency scrollallows the selecton of the desired frequency rang&he Drag gesture over the
Spectrogram can be used twuchscreen computers.

In some casethe displayed span and scroll will be selected automatically:

1 When a signal is double clicked in the Signals table
1 When the Hold Max Dager function is activated and a more dangersignal is detected

Thebandlabelsdisplay the edges dhe mobile and wirelesbandswhich exist in the Bands table agét
into the displayed frequency range.

Thetoolbar for the Spectrograncan be shown and hidden by a click on the Spectrotgdmaader. It
contains the following contrig:

1 Settingof the Persisterte, Live, Maxand Threshold

1 The"Max cleat' button isavailable ithe manud modes

1 TheDynamic rangeselector The higher selectiortp 51-X0 dBmallowsthe userto observe strong
signals betterthe moderate-¢p 1-30 dBmsuitable for mostasks while the lowestd n-80 dBm
is suitablefor viewing the weakest signals.

1 TheColorscaledisplays how the coldn the Waterfall dependsn the dBm leveand the color in

the Persistencalepends on the activity of signal. The Color scale changes as the Point of Yellow

is adjusted.
1 ThePdnt of Yellowsets the dBm level to be displayed by yellowhia Waterfalland the level of
activity to be displayed by yellow in tiRersistence

Persistence

The Persistence is the way of rendering the spectwith color dependingn the activity ofthe signal

i.e. how frequently it exist As sich the operator can distinguish between permanent and intermittent
signals.The rare mtermittent signals are drawn iblue or green colgrwhereasmore permanent signals
are shown iryellow or red.

A great advantage of thBersistencas that itallowsthe operator to recognizeonstantsignals hidden
underintermittent signals.

Below is an eample of finding @8luetooth bugging device hiddemder theWi-Fisignal
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Bluetooth bug

_30dBm 2.4 GHz Wi-Fi/BT/ZigBee

-40dBm
-50dBm
-60dBm | | YN |

-70dBm

-90dBm
2392 2402 2412 2422 2

2442 2452 2462 2472 2482 2492

The Max trace contains the maximums accumuldtech the intermittent signalsluring along period of
time and thereforecannot be used for visual recognitionadfidden signawith a lower levelAt the same
time the Persistence clearly showsred the 2447 MHzsignalwith more frequent existence thanlgue
andyellowWi-Fi signal'behind' it.

The Persigince usesnultiple spectrum tracesaken from the Waterfall; therefore the Waterfallview
andsettings influence the Persistence.

The Point of Yellow controls the colors in the Persistence.

As a standard, the greéitive' trace is disfayed filled. When the Persistence is activatti filling of
the Live goesff and the trace is displayedsgt by astroke.

Waterfall

The Waterfall displays themultiple traces obtainediuring aspecifiedspan of time and is extremely
valuable forthe detection of intermittent signals.

During detection the Waterfall displays the information accumulated in the log asatollsas anew
measurementis performed. In the Stop / View Log mode thvaterfall disgays the informatiorstored in
the log. In the manual mode(Wide-Range Aalyzer and Signal Analyzehe Waterfall temporarily
accumulatesiatafor the displayed frequency span.

The"density' regulates the time spadisplayed by theNaterfall. The density may vary betweéone
trace perlOpixellines' up to"10 traces peone pixelline".

When the data is loaded from the lag the detection modes oiin the Stop / View Lognode a higher
density settingnaycause significant digieadinganda large processing of datal herefore fetchingmay
take longer, particularly when a wide displayed span is sele@tgdto avoidnaximumdensity withthe
simultaneous wide span to achieeptimal performanceAfter using a high density returnlaw value.

When in the Stop / View Log modechack on thewaterfall allows the user taupload and viewthe
correspondingracein the Live. The Signal table will display the dBm and Danger values which existed at
the clicked moment.
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Thetime scrollallows the operator to select the desired time shown by waderfall. It is also possible to
select the time by clicking on th&larms graphn the Detector. Please note that when the Waterfall is
scrolled toanolderspan otime, it does not updatavith a new trace received from the spectrum analyzer.
Scroll to the current time in order to restore the updating.

Thecolor scalenear the Spectrograrallows the operator to see howhe color ofthe Waterfalls pixels
depends onthe dBm level. The point of yellow can be shifted up in order to hide weaker signals or
background noise in th&vaterfall Afurther increase othe yellow point will hidesignals ofan average
level. Shifting therellow point down will showveaker signals
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Modes of operation

Update Masks

It would be too difficult to finda surveillance transmitter amonthe huge number of broadcasting and
communication signal&hich existin anymodern environment if those signalgere not filtered out. The
great advantage of the Delta X is its abilitymaskanysafebackgroundsignals

How the maskingworks

Asignal becomes dangeroasd producesnalarmwhen it exceeds the threshald he threshold for the
masked signal lays higher than the signal and therefore is not exceedededdtathe masked signals
do not produce danger events.

Below is the example ahe FM band with nommasked ananasked signai

3048
Non-masked signal.

Exceeds threshold and Masked signal. Doemot
produces alarms produce alarms

Threshold
-50dBm

-60dBm
-70dBm
-80dBm

-90dBm ; ‘ : f 2
102,08 102,28 102,48 102,68 102,88 103,08 103,28 103,48 103,68 103,88 104,08

In the Update Masksodethe Delta X can be adapted to the current raftiequency environment before
any detection. This procedure significantly reduces false aamnd increases the general detection
sensitivity since it stores spectrums af safesignals existing in the aremd uses them for generating
the thresholdfurther duringa detection Both the known and unknown signals are masked.

Perform the Update Masks procedure each time you are going to use the Delta X in a new location.

Antenna connection connect the omnidirectionakidebandantenna ODA} to the INPUT socket.

It is recommendd to perform the procedure at a minimum distance of BID meters to the target area.
Thiswill prevent the system from masking a real danger (bugging signal). Longer distances are also
possible. When the building&hapedoes notmeet the distane requilementsadistanceof 1520 meters

can beselected, however, thid@ser proximity might decrease the detection distance.

Sugestions for skecting the location of masks updating

1 Targetzoneon a lower floor: from the vehicleefore entering the building
9 Target zone om higher floor: in a remote roomor a distantcorridoron the same floaror a few
floors higher
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1 Combining a number of measurements in different points decreasesdtee of fake alarms
during the subsequentvgeeping; therefore you can repeat th@ocedure (example: vehicle +
remote room).Please read about the "Add another point" button below.

Sart the Delta X systenn a remote placeand run theWpdate Mask®mode. To provde for proper
reception ofexternal broadcasting signals place the systemits antenng near a window if possible
Move the antenna in different directions and angles in order to accumulate the highest levels.

The computer running the Delta X, like other sophisticated electronic devices, may produce Radiated
Spurious Emissions (RSE). These emissions can be pidkethasystem and create false alarms during
asearch. To mask the RSEount the antennaon the upper part of the case or hold it 3D cm away

from the computer for 12 minutes when the Update Masks proceduréésngperformed.

@ Delta X - Main office - 09.07.2021 - O X

D C] Update Masks

Update masks before sweeping in the new area. The procedure can be repeated at a number of points around the target place

ettings
Make sure that the procedure is performed at a minimum distance of 50-100 m to the target

General 1
place

Bands

—Antenna connection
Known Signals | Wideband antenna — INPUT

Manual modes
Log

S it

Detection Date and time of the last masks' update: 08.07.2021 10:31:01 - Update is needed

Stop / View Lo
p/ 9 Time (minutes) m

! Update Masks

Additional parameters
RF Sweep -

Guard 24/7 @ Import masks from another log...

Car Tracker Detector @ Auto-fill Known Signals

Probe @ Auto-adjust thresholds of Bands

]

t: 26°C USB: 4,59V

Select thetime of update in minutes. With a longer time the system will have more chances to capture
non-constant signals likeirelessremote controls, VHF/UHF transceivers, etc. and as such to mask them.
The default value is 5 minutes.

Theadditional parameterscontain the following controls:

When the"Auto-fill known signal$ is checked the systemvill automatically recognizénhe local TV and
FM signals and store them in th&Known Signalstable in accordance with the local frequency
assignmentlt is recommended to use this option after coming to a new area oraity clearing the
Known Signals tablén alternative method igo usethe "Add to Knowt button when scrolling through
the Signalsable. Please readection"Adding signals to the Known Signals téble

The"Auto-adjust thresholds of Bandsautomaticallysets theoptimalthresholdsfor mobile and wireless
bands in accordance with the local RF environm&he system chooses a higher sensitivity for the uplink
and duplex bands and a lower sensitivity for downlinks. Later during the detection you can change the
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threshold mamially using the toolbar for bands. Please read sectiédjustment of the bands
thresholds.

Press'Update’ to start the process. The progress bal whow the status.

Additional mask updates may reduce false alarms even more' Atgeanother point to perform more
measurements. Please note that the Update button clears the old masks, while the Add another point
adds new data to the existing ones.

Below is the example of placement for the Update Mask in a modern city. The red spot is the target zone.
The circle of 500 m radius is the nerecommended zone. The suggested places for updating masks
are drawn by the green spots.

@ Targetzone

Places suitable for the
Update Masks procedure

The results of the Update Mask are saved autonaditic

RF Sweep

This is themain detection mode, in which the Delta X detects signals, evaluates their danger level and
warns the operator abouany high danger. The signals, alagwentsand spectrumtracesare saved in
the log.

The RF Sweep mode providextremely high sensitivity thanks to the ability to omit the safe broadcasting
and communication signals existing in the area and detect all other signals.

Thismodeis suitablefor the following tasks:

1 Checking premises fohe presence of RBugging (sweepingrocedure
1 Checking vehicles fdine presence of GPS trackers aRBbugs
1 Securingconference rooms during negotiationsetc.

Preparations

The following preparations shoule made before starting the Riv&ep:
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1 Thecountry of use must be specifigthe Bands table must beet up

The Update Masks procedure performed

1 To simplify the subsequent identification of signdlsee WKnown SignaXable canbe filled in
advancegduring theWpdate MaskQor manually(not obligatory)

1 Allnearby mobile phones must be switched off or putflight (plane} mode. All known wireless
devices like access points, video cameras, babynitors, printers etc. must be switched off.
Wireless phones must be switcheéf.o

9 If the option"Scan 802.1Wwirelessaccess pointsis inactive, thecomputer running tie Delta X
should be irthe "flight (plane) mode

1 Sound in thechecked room should bereatedto activateanypotential bugging deviceand force
them to increase thé transmission powerThe laptop with the Delta X can produce musica
languageuition coursefor exampleto achieve this.

|

Initial p arameters

After selecting the RF Sweep mode the operator is asked theatitial parameters.

‘ (2 Delta X - Main office - 09.07.2021 - o X

D : RF Sweep

| The quick reaction provided by this mode makes it possible to move the system or its antenna for instant location

General

— Antenna connection ————

Wideband antenna — INPUT
Microwave antenna — AUX
solL ) Microwave antenna 6-12 GHz — AUX2

Known Signals
Log

Signal Analyzer | Date and time of the last masks' update: 08.07.2021 10:31:01 - Update is needed

Detection @ Send alerts by email

Stop / View Log @ Use of antennas

Update Masks © Single antenna
P RF Sweep
Guard 24/7

@ All antennas (recommended)

2 wideband antennas: 1) in the target zone; 2) in a remote place
Car Tracker Detector

Additional antenna and cables are needed

Probe
Antenna band alloc

) Additional parameters

t: 26°C USB: 4,59V

The"Antenna connectioti boxdisplayshe recommendedantennaconnection schemeaccording tahe
selection in the "Use of antennas”.

The"Date and time of the last masksipdate" warns if the masks are owtf-date or absent.

"Lod' selects to what log (database) the data will be written. Press the selection button if necessary. The
log selection window will popip. Please see thEStop / View Logsectionfor details.

Useofda { SY R I f S Ndidascribadl in h&Emailtngtifications section
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The unchecked by defadlt/se of antennas'allows the operator to select which antennas are used during
a sweep:

1 "Single antennd. This mode isisedin the olderDelta Xmodelswith no support of multiantenna
switching

1 "All antennas(recommended}. Us of multiple antennas allows the system toeach the
highest sensitivityand detection distancithin the entire frequency rangeBy defaultthe
ODA4 wideband antennasiengaged for the rang#f 9 kHz¢ 3 GHz The MWAG microwave
antenna is applied for theext3 ¢ 6 GHzsegment TheDelta XG212 is supplied with a third
antennaLPDAL2 which igesponsible for 6.2GHzange

1 a¢s2 GHARSOI WREKYASHYIS®DAI T Y2RS Aa | GFAtrofS
Please see its descriptiontiee & S O (iUs&ygdf 2 widebandantennag @®

It ispossible to change the antenna band allocationthe ODA4 and MWAG in the popup menu
displayed by théutton "Antenna band allocation'

Antenna band allocation

Wideband antenna 0,009-3000 MHz
Microwave antenna 3000-6000 MHz

Move the slider to change the antenna switch frequency. Decreasing the frequency allocates a
wider range to theMWA-6 microwave antenna. In accordance with its efficient range the lowest
allowed value is 800 MHz.

It is strongly recommended to consider thdirectional nature of the microwave antenra
during sweeping. The detection distance of a signal will change depending on being directed or
not. To avoid false alarms and an insufficient detecting distance it is recommended to change
the direction of thesystemduring the detection process. Slight periodical rotation will help the
user to discover signals in all directions around the antenna.

The unchecked by defawddditional parameterscontain some extra controls:

"Frequency rangé helps to specify te swept frequency rangdt is recommended to use the default
values, although a narrower span might be specified when it is necessary to watch aachksyspicious
signaldn a specific rangeThe default values are set each time the Delta X softveastarted.

The"Entire' button sets the fulhvailablerange. ThéOptimal” button limits the ranggo 6 GHz.Selection
of the partial range helps to speed up the detection process

The"Set state of control$ helps to initialize some functions when the detection is started:

T Turn on Audio Alarm
1 Set Filter td'Dangerou’%
Turn on Hold Max Danger
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To startdetecting press thé&tart button.
Within afew seconds, after initialization of the USB connecti®tection will start.

Detection process

Wide-Range mode: danger
level of all signals is shown
simultaneously

Current danger Peak danger

(3 Delta X - Main office - 25.01.2018

5 £
| All [ Unknown i 8Os | [ Danger top || Hold max danger ] - Mode | Wide-Range v & Audio alarm

Common signals D N [ Signal 0,04-6000 MHz

274,7265 IWJ — Danger level 57/84%
;equency 1Name7 = —‘;w = HdB;\ Alarm threshold 49% =.=
274,7265 2,9004 MH |
4343212 [195 kHz

156,0986 58,6 kHz

276,453 488KHz |

276,2939 [2148kHz |

273,125 2637 ktiz |

272,8662 2149KkHz |

78,1 kHz

Band Name W [dBm
3G Band 1 Uplink [eomHz |
DECT 20 MHz
CDMA850 Downlink ‘21 MHz
P-GSM-900 Uplink |25 Mz
DCS-1800 Uplink [738 Mz |

2.4 GHz Wi-Fi/BT/ZigBee 84 MHz

5 GHz Wi-Fi 665 MHz

16:08:00 16:09:00 16:10:00 16:11:00
S e () (D § O O
B4 % ‘Measurmg andJlogging 3 t:36°C USB: 4,72V

General danger status Logging status The most Change of danger level in tinfell
dangerous signal S EIS)

In the RF Sweep modéd software automaticallyrecognizeghe signals in the spectruriraces, adds
them to the Signals table and updates the dBm and danger |éMeé¢trace's fetch time depends on the
number ofallocatedmobile and wireless bands am¢hichversion of the systeris being used

Delta X 2000/6 Realime Delta XG26 Delta XG212
2-3 seconds 2-3 seconds 3-4 seconds

The Signalare dividedinto Common signia and Bands. The Bands contidie activitiesregistered in the
mobile and wireless ranges while the re$the signalsare placednto the Common signals category.

The excess of the threshold may mean that the signal has a local ®hgiaim of the Delta Xtis discover
all localtransmitters;therefore, such signals arassigneda higher danger levelThe level is calculated on
the abovethreshold basis and takes into consideration the dBm level and the bandwidth of the signal.

The Dangetevel is drawn by red and reflects the cumntdevel of dangerThePeak [Angeris drawn by
light red. Itkeeps the maximurdanger level andllows the operator to observanynon-constantsignals.

The"Dangerou$filtering can beappliedto selectthe signalswith aPeak Danger above 0%
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The Detector andts Audio alarmfunctionwarnthe operator about the dete@d danger visually and with
sound.The intensity of the sound changes depending on the sgpalwer, which makes it possible to
locate the transmitter instatly. The Detector can work in the Widange mode, informinghe operator
about all the signals simultaneousity the Signal mode, where thgarticular signal is displayeahdin the
Selected Range mogdshowing the alarmghichappear in that specific range.

The Locatohelps the operator to observe the resuti§detection by displayindangerous signals and
changing their position on the circle depending on the level of danger which reflects proximity and
power. The below example showsl&tected dangepus signals3G (the closedb the center is a3G
bug with a SIM card®.4 GHz WFi camera, 5864,30 MHz (wireless camera), 278182 (audio bug),
and5864,44MHz éecond signal from thevireless camera)

[ Delta X - Main office - 26.01.2018

Powerful and close
signals are located in
the center

l Detector

’[ Zoom in selection ]l Scroll to marker

[spectrogram

Move antenna or
entire system to
‘ pinpoint the source

3G Band 1 Uplink
-30dBm

40dBm

50dBm

5864,44 MHz 60dBm

70dBm
275,02 MHz
2.4 GHz Wi-Fi/BT/ZigBee 80dBm

-90dBm
1900

|Waterfall

3G Band 1 Uplink
10:21:34

5864,30 MHz

Display dangerous signals

(D)

53 % |Measunng and logging

10:19:10

1900 1920

t:35°C USB: 4,72V

100 MHz

The default value of the Alarnmteshold is 25% the RF Sweep mod8ucha valueallows the operator
to pass most of the false alarms while keepingability to captureanyreal dangerThe red circle on the
above example displays the selected threshold.

The left bottom corner of the Delta X software displays tlamger status. The color of the rectangle
changes depending on the danger level and is green for low values, yellow for aateodanger level
and becomes & as the level becomes high

The"Hold max dangérfunction can be activated men entering the RF Sweep modelater. This
functionplaces the dangerous signals e top of the Signal tablendtunes in thesignalwith the
highestdangerlevel

When it is necesary to review other signals or change tlsplayedfrequencyspan or scrolin the
spectrum grafs, the Hold Max @ngermust be turned off.

Updating mask of a known signal

Some signals may become dangerans produce alarmduring a detectiondespite the fact theyvere
previouslymasked. This can happen in areas with a good reception of broadcastingpper floors, in
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buildings facing TV towers, etlf. a signal is strager in the roombeing checkedt might become
dangerous

If the operator isconvinced of the safety of the knovaignal the signak mask can be updated with the
help of the Update Mask button on the common siga#ébolbar

A safe signal has thesbaracteristics:

1 Theform of thethresholdtells that the signal existed during the Update Masks procedure

1 The signas spectrum has gypical shape and level comparable with other similar signals

1 The signas strength (dBm anddanger) tend togrow near the windowswhich meansit has an
external origin

1 The signahas similaspectrum andstrengthin a number of rooms including the remotmes

1 Thereis nosharp increasef strengthin anycertain placeexcept the windows

To study the signal, th8ignal Analyzer mode can be startechporarilyandthe antenna or the entire
system movedin the premises.

If the signal is unknown, its mask cannot be updated during the detedfitime signal is identified and
has all signs of safety it can be adde the Known Signals tablgst. Then its mask can be updated.
Please readAdding signals to the Known Signals table

The new threshold reflecting the updated mask will be displafest the new spectrum tracds fetched

After the signak mask is updated its current dandercomes zerolt is possibléo reset the peak danger
with the help of the"Reset dangércommandfrom the "Popup menu- Selected signal As a result the
signal will be removed from the list of dangerous signals.

Below isanexample ofupdatingthe maskfor the known signal 751.25 MHz

The signal exceeds the initial The mask is updated. No dange
mask and is dangerous

751,05 751,15 751,25 751,35 75145 751,05 751,15 75125 751,35 751,45

The reupdating of the mask can be done in the following modes: Signal Analyzer, RF Sweep and Guart
24/7.

Continue with other sigrnia producing alarmdf many knowrunknownsignals are showing danger, it is
recommended to repeat the Update Masks procedura remote place
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Adjustment of the bands ' thresholds
Sometimes it is necessary to change the sensitiith@mobile and wireless bands the target zone

To change the detection distance

To readjust the sensitivity in a new place of detection

When thenearbymobile base stationédownlinks)produce alarms

When any inaccessible mobile and wireless devidasa neighboing office or flat create
interference

= =4 —a A

Open the Band toolbar by clicking on théBand$ header, select the desired band and adjust the
threshold using the track bar:

Band's dBm level Band's threshold

Banes [ /A

~ ) dBm: -80
3G Band 1 Uplink Threshold: -86

P ————
|BandName ~ |BW  ||[dBm _ ||Danger
3G Band 1 Uplink 60 MHz ‘

| CDMA-450 Uplink [5.2 MHz

|CDMA-450 Downlink |5.5 MHz
| CDMAS850 Uplink 25 MHz
CDMAS850 Downlink 21 MHz

Band'scurrent danger
level

P-GSM-900 Uplink |25 MHz
Selected band ) Downlink [25 MHz |
oeo-rouw Uplink 73.8 MHz |
DCS-1800 Downlink 74,6 MHz
| DECT 20 MHz
{3G Band 1,10 Downlink |60 MHz
|24 GHz Wi-Fi/BT/ZigBee |84 MHz

Make sure thé'Hold max dangérfunction is inactive.

The downlink bands should not normally produce alarms and therefore the threshold for them should be
above the dBm level. Do not set the value too high to avoid losing sensitivity.

The uplink andshared bands (without the'uplink' or "downlinK' label) should be sensitive enough to
detect the signals; therefore their threshold level should be lower. Do not set it toddavthe flooF as
the band will constantly produce alarm evsrand create interferences for the detection process.

While the GSM standard needs the threshold to be higher in order to limit the detectioentfte
devices, the CDMA, 3@&G/LTEand 5Gshoud have lower threshold as their dBm level is typically lower

Standard Recommended threshold level
High sensitivity (longe Low sensitivity
detection distance) (Shorter detection
distance)
GSM -60 dBm -40 dBm
CDMA, 3G, 4G/LTBG -85 dBm -75 dBm
Wi-Fi/Bluetooth/Zigbee -70 dBm -40 dBm
DECT -70 dBm -40 dBm
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A decrease of sensitivity may be needed when there aré&Wbellular or DECT signals coming from the
uncontrolled neighboring premises. The higher the threshold is, the lower the sensitivity will be.

After a bands threshold is increased its danger midiecome zerolt is possible to reset the balsdpeak
danger with the help of theReset dangercommand from thé'Popup menu Selected signal As a result
the band will be removed from the list of dangerous signals.

Please note that the Update Mask®de adjusts the thresholds automatically if the corresponding option
is checked in the parameterd.ylou wish tokeepthe manually sethresholdsuncheck the option when
performing thenext Update Masks

Detection distance
The detection distance depends on ttransmitterand is connected with itsansmission distance.

A typicalbugging devicsends signals over 2200 metersand can be easily detected by the Delta X at a
distance of 550 meters.At the same time, the 3G TE4G and 5Gstandards, due to the specific type of
modulationcan bedetectedat ashorter dstance of2-4 meters.

Type ofsignal Detection distance
TV, FMbroadcasting 5-10 km
VHF/UHF communications 0.2-2 km
VHF/UHF bug 5-50 meters

GSM bug 5-20 meters
CDMA3G,LTHAG) 5G(<6GHz)ug 2-4 meters

DECT 5-10 meters

Wi-Fi 5-10 meters
Bluetooth, ZigBee 2-10 meters
Wireless video camera 5-20 meters

Most bugging devices can be found withdbe necessity of movinthe system or its antenna withithe
room in order toscanthe area Nevertheless, t@btain the most reliable results arfthd all types of
bugging, including th8G/LTEand thelow-power devicedike Bluetooth the antenna should ggoach
them at lead 2 meters. Thereforamovingthe system/antennand scanning the arealiscommended.

Scanning the area

The alvantages of moving the systemtbe antennaare:

1 Low-power transmitters and some hartb-detect cellular signals can be detied at a closer
distance

1 The operator may need to decrease the sensitivity on some bands in order to avoid false alarms
from neighboing Wi-Fi and cellular devices. The loss of detection sensitivity can be compensated
at a closer distance

1 The locatim of the ransmitter can be discovered during the detection

Whenthed H 1 n n k& A Yvdlelisbeingcarried, the antennés)must be screwed to the cover of the
case. When the Delta X is stationary and the antenbeiisgcarried, the coaxial extension cable and the
adapters from the supplied set must be used. The antenna is connected to the tdRUKsocketsvia
the coax able and adaptersUsingthe handle/tripod from the suppliecset simplifies carrying the
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antenna.Scan all areas in the room by moving the system or its antenna smoothly with the speed of 50
cm per second taking into consideration the detection distanc2 of

The secondgeneration model2GX ¢ ¢ B W @ fully portable and extension cablese not
needed The entire systentogether with the laptop or tabletan be moved duringweeping and locating.
Scan all areas in the room by moving fystem smoothly with the speed of 50 cm per second taking into
consideration the detection distance of 2. r@hange the direction periodically so that the microwave
antennas probe all directions.

Results of detection

The results can be reviewad the Detector, its Alarms graph, in theocdor or Signals table during
detection Doubleclicking or clickg the signal shows it on th@actrumgraphs When the Detector is in
Signal mode, it will show thedarm events of the clicked signal on tArmsgraph.

The RF Sweep mode presumes the detection and locating simultaneously, but due to the processing of
the entire frequency range thenovement speeds limited. The Signal Analyzer modsan be used
temporarily in order to study a suspicious signal and locate it physiddign the RF Sweep can be
continued again.

Press the Stop / View Log after the detection is completed. fifogmation can be revieweth this mode
Radiated Spurious Emissions

Many electronic devices like computers, printers, telephones, power supplies, etc. may pRallieded
Spurious Emissions (RSE). The Delta X can detect these weak signals when its antecloadéschgtance.
If aweaksignal or a fewveaksignals occur neaan electronic device at a distance of-30 cm and are
absent in all other areas, it may hesign of RSE. The Signal Analyzer mode can be used for locating.

Training

Before starting the actual detectiom "test" detectionwith bugging devices of different typesn be
performed

Some home appliances and cellular devices vgarklarly to real bugging devicethereforethey can be
used for trainingn the absence of real bugs.

Bugging device Replacement
VHF/UHF radio microphen Bodyworn "bodypackK radio microphone usedn TV
GSM bug Mobile phone inGSM mode (with 3G off) in the camgation

state. A call from dandline telephone can be made, th
phone picked up and letiff hook

3GLTEbug 3GLTEmobile phonein the conversation or data&xchange
state. To initiate continuous ata exchangeSkype orViber
software can be used or a longpuTubesideo watched

Wi-Fi transmitter (client) A WiFi connected rabile phonen the gate of data exchange
(Skype/VibetYouTubg

Wi-Fi transmitter (server) Wi-Fi router

Hidden wireless camera Video baby monitor

DECT radio microphone DECT phone in the conversation state

Bluetooth bug Bluetoothheadsetor wireless mousén the active state
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Cellular devices can decrease the power or intensity of exchange when there is no conversation (no
sound).Whenperforming the testrainingdetection, make sure thee is a sound near the cellular device.

Whenconductingeststake into consideration theeaction timein the dRF Sweepmode. The signal must
exist for at least 31 seconds to be detecte@he reaction is significantly quicker in tb®ignal Analyzer
modewhich was created fathe physical location of the suspicious signal.

When testing the systemith a caftsremote control take into consideration that treent signal may last
less than theaeaction time The detectio of such signals may takenger.

Signal Analyzer

This mode was created ftine physical locating and stuahg of suspicious transmitters. The operator can
inspecta signal'slevel andspectrum demodulate when possible and addfe signals to th&nown
signal§Xable. This mode does not capture new signals, but works with the records already stored in the
Signals table.

In the upper part of the software there is a toolbar containing some controls specific for this mode:

Watch Mode Update Span Number of readings  Frequency Input

By selecting thélnput" the operator can witch between the antennasdAuto¢ selects the antenna
automatically depending on the frequency of the inspected signal and the antenna band allocation

It might be advisabléo use the microwave antenna if you wish to perfoaphysical locating of a signal
with a frequency above 800 MHz. Microwave antennas are directed; therefore, it is easier to find the
source- the level growsas you point the transmitter with the antenna.

To change the antenna band allocation presshhX button. The following popup menu will open:

Antenna band allocation

.

Wideband antenna 0,009-3000 MHz
Microwave antenna 3000-6000 MHz

Move the slider to change the frequenoyn which the wideband ODA4 or microwave MW/ antenna
is selected Decreasing the frequency allocatasvider range to theMWA-6 microwave antenna. In
accordance withts efficient range the lowest allowed value is 800 MHz.

{Si GKS &atARSNI G2 | t26SN) GKIy GKS aA-Bniierdwevgd T N
antenna. Set the slider to a higher frequency if yountita activate the ODA wideband antenna.

The selected value is saved automatically and will affect the antenna allocation in all detecting modes.
The initial value can be restored both in the Signal Analyzer mode or in the initial settings of detecting
modes.
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The frequency coverage of the third antenna LARAannot be changedl@X mH € 2y f é 0 @
For testing needd is possible to select theput manually INPUT, AUKAUX1)pr PROBE.

The 'Watch mode"defines what information is taken from the speatn analyzerg spectrum or the
demodulated sound. With theSpectrum“selected the spectrum graphs will update continually. With the
"Demodulate"selected the system allows the operator to listen to the signal and select the deatimatul
mode and bandwidti{BW).

Spectrum

Unlike the RF Sweep and Guard 24/7 where the entire RF spectrum is updated continually, the Sigha
Analyzer only updates the partial spectrum. Thanks to this a higher update rate is achieved so that the
location procedure can be performedster.

The"Update Spah definesthe updated frequencyange:

1 "Displayed (default) ¢ the range displayetby the SpectrograrftWaterfall is being updatedAs
the $ectrogram iscroled the updated sparis changeaorrespondingly

1 "Selected" ¢ the spectrum analyzer updatgsist the selectedpart of the spectrumin the
SpectrogramThe selection is made automaticadifter doubleclickingthe signal in the tableor
manuallywith the Spectrogram Select button in thedepressed stateNarrowing theselection
might benecessarywhen monitoring or physically locatinga separate signal present inside a
mobile or wireless band, for examplesaparateWi-Fi or Bluetooth channellhe pobability of
detecting such an intermittent sigral increaseswhen a narrower span is monitored. As the
selection in the Spectrogram is beicigangedhe updated spamdjustscorrespondingly

1 The "RealTime 27 MHZ option allowsfor the monitoring of thefixed span of 27 MHz and
achievingthe highest probabity of registeringan intermittent (short burs) signal According to
the specification of the used spectrum analyzer thd P&ue reached400% for signalsasting
more than 4 microsecond$elet this option when locating Wi-Fitransmitter or any othershort
burst signat. This option needs the mker to be set on thérequencyof interest

The"Number of readings defines how many times the trace is fetched from the spectrum analyzer.
Thanks to the accumulation of maximums the increased number allows the operator to track any
intermittent signals with a short time of existence. For example, &Mgignas burstsonly last 5100
microseconds so the increased number will improve the probability of capturing. Increase the number of
readings for Wi, 4G/LTEsGand all other norconstantly existing signals in order not to pass the activity
during the locating procade.

Please note that this setting is valid in the Signal Analyzer mode only, while the other modes fetch traces
in accordance with their own algorithms.

The "Frequency shows the tuned frequency. The marker on the Spectrogram will be positioned
correspadingly. There are 3 ways to change the tuned frequency:

1 Doubleclicking or clicking the signal in the Signals table
1 Aclick on the Spectrogram
9 Editing the value directly using the Frequency control
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Demodulation

When the watch mode is set tbemodulaté' the Delta X produces demodulated soundta currently
tuned frequency, displayed by the marker in the Spectrogram.

The toolbar in the Demodulate mode:

Watch Mode Demodulation mode BW Frequency Input

There are Flemodulation modes FM (frequency modulation), AM (amplitude modulation), USB (upper
sideband modulation), LSB (lower sideband modulation) and CW (continuous wave modulation).

Please note that in our modern environment there are a huge number of digital signals which banno
listened to with the help of the analogue demodulator. Mobile communications, wireless devices and
encrypted VHF/UHF communication cannot be demodulated. Despite this the Delta X warns the operator
about the existence of such signals, by detectingrtispectrum. The subsequent locating procedure
makes it possible to pinpoint the transmitter in the premises not depending on the ability to demodulate.

Analogue bugging transmitters typically use the FM modulation, although some devices sending audio
through wires can use the AM or other modes. Radio broadcasting uses both the FM and AM, depending
on the band. TV signals can be sent in the FM or AM, depending on the country.

The demodulatiorbandwidth (BW)can be selected in order to achieve the bestlijyaf reception. For
example"240kH2Z' is suitable for the demodulation of some analogue bugging devices, FM stations and
audio channels of TV stations. "XbiZ' is suitable for the reception of some analogue bugging devices
and VHF/UHF communications.

It is recommended to apply different demodulations and BWs when inspecting any unknown signals.

To tune in a signal doubldick or click it in the Signals table. By default the sigrmantral frequency is
tuned in. Since the carrier of some signalsads positioned in the center (for example TV/video signals),
it is recommended to change the tuned frequency within the edges of &Sgs@dctrum in order to study
the unknown signal and find possible signs of modulation and aGditking on the Spectgoam sets the
marker and correspondingly changes the tuned frequency.

Please note the absence of audio is not a sign of a Sgsefety. The more important indication is the
absence of a high danger level in different parts of premises. Thereforeeitasnmended to move the
Delta X system or its antenna in order to inspect and locate any suspicious signals.

Physical locating of the transmitter
The procedure should be accomplished in the watch mode set to Spectrum.

Both the Locator and Detector cam lised during the locating procedur.is also possible to monitor
0KS ardayrtQa R.Y tS@St 2y (KS aLISO0NHzY 3INI LK

The Locator will indicate the danger level by positioning the higher values closer to the center and lower
values to the outer edge. The say's position will move to the center as the Delta X system or its antenna
is being moved closer to the transmitter.
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The Detector will indicate the danger level on the bargraph. The current value will be shown by red, the
peak value by light red colorThe operator will be warned by the proportional sound if the Audio alarm
function is activated. The sigraldanger will increase as the Delta X or its antenna is closer to the
transmitter and will drop at longer distances. The Audio Alarm function mitlyce a clicking sound with
changing intensity, depending on the danger level.

¢KS {LISOGNYzY 3INI LK gAfft AvRAEGd REinckeSe ad tha Dekal XQ &
system or its antenna is being moved closer to the transmitter (antpdito the transmitter).

By finding the place with the highest dangerdBm levethe operator can locate the transmitter.

The signas danger level can be between 0 and 100% and is calculated from the-tilvesbold level and
bandwidth.The dBm leviecan be betweer90 and-10 dBm.

While the threshold for common signals is generated automatically, for bands it is set by the operator.

Algorithm of the locating procedure:

1. Start the Signal Analyzer

2. Set watch mode to Spectrum

3. Open the Detector and select its mode as Signal or Selected Range.

4. With the Detector in the Signal mode: doukdick or click the desired signal in the Signals table;
If you need to inspect a part of the signBkgector in"Selected rangemodeor Updae Span set
to "Selected") select the necessary span in the Spectrogram with the help of the rimise
button (the Select button should be in the pressed state)

5. Turn on the Audio alarm in the Detector

6. Open the Locator

7. Move the Delta X system or its antgnin order to find the place with the strongest level

8. The Spectrum will show the changing dBm leW¥éle Detector and the Locator will show the

changingdangerlevel while the Audio alarm will produce sound of corresponding intensity. The
level and intensity of the sound will grow as the antenna is moved toward the transmitter. Please
note that the danger only appears when the signal exceeds the threshold.Dfeteetor is in the
G{ St SOGSR NI'y3IS¢ Y2RS Ay 2NRSNJ G2 f20F3S GK:
band (for example Bluetooth,Zigbeeor WiFi channé), the threshold for this band should be
decreased temporarily so that the signaithin the selection exceeds it. In this case ttenger
bargraph will show a nomero level.

9. The Alarm threshold allows the operator to mute the audio for weaker levels. By increasing the
alarm threshold progressively it is possible to find the area thighstrongest signal and, as such,
pinpoint the potential transmitter. ThéZerd' button quickly sets the alarm threshold to the

current level.

Example of locating the Z¥54 MHz transmitter:
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Watch Mode Update Span

Signal's current danger level

Number of readings
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Powerful and close
signals are located in
the center

100% level of
danger
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is very close to
the antenna
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center)

279,51 MHz

Move anten
entire s
pinpoint the source
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Mode | Signal @ Audio alarm

Signal 279,5458 MHz [277,7489 34P7 MHz]

Danger level 5

Alarm threshold

Alarms

100 %

Signal's danger level
changes as the antenna
is moved closer or

further

Signal's peak danger level

%
13:09:00 13:10:00

RS (scroll to present | [4]

13:11:00 13:12:00 13:13:00

Display dangerous signals | -

t: 47°C USB: 4,57V

69% | Measuring 3

Some safe signals from broadcasting or communications might produce increasisdléfalse alarms.
False alarms have the following signs:

ThedBm ordanger level changes insignificantly in different parts of checked premises
ThedBm ordanger level rises near windows and outside the premises

There is no sharp increaselefelin a certain part of a room

The same signal exists in other logs obtained in other gie@asbe checked with the help of the
"Search in other logsommand (popup meng Selected signal)

= =4 —a A

At the same time, really dangeus signals have the following signs:

1 A sharp increase of level in a certain place
1 A high danger level

Please note that the mobilstandards(3GAG/LTEG) may usesome bands simultaneoush mobile
device may change theandduring the communication session. At this moment the signal may disappear
from the Signal Analyzer tuned in the initial band. Testing other bands or returning to the detection will
be necessary to find the new active band and to continue with the location

Directed microwave antenna s MWA-6 and LPDA-12

The supplied microwave antens®IWA-6 and LPDA 2 (G212 only)can help in locating any transmitters
working on frequencies above 800 MHz. In addition to the increased sensitieifycan show the
direction to the transmitter which simplifies the locating procedure significantly.

i The software will select the antenna automatically depending on the signal's frequency and the
antennaband allocatiod. 8 S G KS bXb o6dziG2y y SI NJhéKSowavy¢ Lidzi
antenna if necessaryNote the selectedantennaon the LEDndicator
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1 Rotate thesystem or activeantenna in different directions to finche strongest danger lever
the highest dBm levednd proceedn that direction.Carry theDelta X systm (G2, or use the
supplied 5m extension cab{@000/6 Reallime).

1 After approaching the potential location repeat finding the direction. As such;Ilstegtep, a
precise position of the transmitter can be found.

1 Proceed to the physical inspection

Thefollowing transmitters can be found with the help of the microwave antenna

CDMA, GSM

3G

4G/ LTH 5G(sub 6GHz)

Wi-Fi, WiMax, DECT, Bluetooth, ZigBee, wireless cameras
All other signals above 800 MHz

= =4 -4 —a A

Inspecting wireless bands (Wi -Fi, etc.)

The wireless ISM bands must be checked very carefully during the TSCM sveeethiag are many
surveillance devices utilizing theBequencies

There are 3 most popular ISM banakich areused worldwide:

1 2.4 GHz used by WA, Bluetooth andvireless devices
1 5 GHz used by Wi, Bluetooth and wireless devices
T 902-928MHz¢ used by wireless devicégsot all countries)

If during the search you observe activity any wirelesband Wi-Fi2.4, WiFi 5 or 900 MHzyith adanger
level more than 0%, it is recommended to stutlis band sepaately in the Signal Analyzer mode. The
update rate of the spectrum analyzer is higher in this mode; therefordrttegmittent transmitter can
be located faster

By moving the Delta Xsgm or its antenna with the extension cable, you can locatesthece ofasignal
as it is described ithe section"Physical locating of the transmitterUse the"Selected rangemode of
the Detectorand "Selected" of the Update Sparhen it is necessarp locate a separate signal instead
of entire band.

If this is a safand accessibldevice, temporarily turn it off. If you find that the signal source is outside
the room and is not accessible, you can increase the threshold to stop alarms from it.

The"Scan802.11 wireless access points by wireless addptarameter from the"Settingsg General
forcesthe computefs wireless network card to scan for the available access points periodically and display
them on the Spectrogrami\ctivate this function t@implify identification ofvirelesssignalsshown bythe
SpectrogramPlease noteThis function willonlywork if the computer is not in flight mode.

The SSIDs a@ny Wi-Fi access points (routers) will be shown on the Spectrogram, each positioned in
correspondence with its sigriallevel and occupied channel.

The vertical position of the SSID (level) will grow as the antenmaught closer tahe access point. If

the peak on the Spectrogram coincides with the level of the access point, it may mean you are observing
the points signal. If the SSHlevel stgs the same and the signal grows, you are probably approaching
the active access poitstuser.
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Below is the example of the 2.4 GHz bamith 2 active access points and one wireless signal. The
spectrogram is in the Persistence mode:

Wireless signal SSID of access pbin

Spectrogram

_30dBm 24 GHz Wi-Fi/BT/ZigBee Signal of access point

-40dBm

-50dBm , T Tl Al ‘f |V : | My
i WAL (VA" Py e |
| i’ 1 ‘lv

-60dBm

-70dBm f I |
| t Access point 1 | l'
-80dBm ‘ 1 il dad J“,
ALl blapannis..... .L_ ll.lg“\‘-r‘.-.

2412 2432 2452

Waterfall v

14:12:30
14:12:28
14:12:26
14:12:25
14:12:23
14:12:22

14:12:31 (T BT O T - Z{

14:12:20
14:12:19

2302
Access points with hidden SSIDs are displayed as MAC addresses.
Rescanning of the access pointsasried outevery10 seconds.
Adding signals to the Known Signals table

The Known Signals table can contain the signals of radio and TV broadcasting as well as the othe
continuously existing signals in your area such as radio communications or wireless signals.

The kown signalgivecertain advantages when the system is constantly used in the same area:

1 Quickeridentification ofsignals
1 Possibility to reanaskknown signals during detection

The Update Masks modean recognize most d¢iie selected countrgrelevant FMand TV signaksxisting
in the area and store them in the Known Signals table.

A more accurate wayganbe the manual identification oéach signain the Signal Analyzer mode and
addingit to the Known Signaltable with the help of the'Add to Knowt button (Signals; Common
Signalg; toolbar).

Fill the Known Signals tabile the samearea (city) where the sweeping procedure is planned, but not
exactlyin the place othe pending searchin certain cases, if a signal is proven to be safe, for example, if
it is a local wireless signal, it can be added to the Know Signals in the place of detection.

U ollect the active signals bunning the RF Sweep mode feflB minutes while being inhe place
of good reception of radio signatswhen possible on higher floorand neara window
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U Selectsignas one by ondn the Signals table and inspetttem in the Signal Analyzer modeote
the frequencyyreviewthe spectrum andisten tothe demodulaed audio

U If the signal is identified,rpss the"Add to knowti button situated on the toolbar for Common
signals

i The"Standard signalgop up window will show the list giossiblevariantsaccording to the local
frequencyassignmen(TV and FM signals)

i Selectthe correct variantaking into consideration the signalcharacteristics

In the below example the are3 options for the signal 91.7627 MHA€" TV4Audid' is themost

appropriate variant.
Selected Possible
signal variants
Common 5|gnals 60/269 A
91,7627 [ Add to known

j _____________Standard signals (cllck to select) I x j
Frequency. |[Name | (. ——
77.4121 Name Frequency B‘

| 91,75 250 kHz ‘ ‘

a

DTV4. £

\
——‘[ FM 91,8 918 \250 kHz |
| —
|
7939 |
satsoa |
|
=
|

—————— ] _ £
Enter manually... | ud| f 91,69 91,79

The name of the signal in the Signals table will be displagetkdiately
Use the"Update Mask button to mask the newly added knowsignalor update masks of all
signals at once in th8Jpdate Masksmode afteradding all identifiecignals

i Scroll to the next signal and proceed wiithidentification and addingo the Known Signals table

The "Standard signalslist contains radio and TV signals. If ybave identified another typeof
transmission, for example, a VHF communicatiomsadj the list will be empty. Use the y i SNJ Y'l y dzI
button in this case. The Known Signals tableopiin with thenewly addedsignalselected It is necessary
to assigna unique name tdhe newly added signal (obligatoryselectthe modulation andadjust the
bandwidthif necessary. Press thié&pply' and"Back to Signal AnalyZdyutton when completed.

The frequency assignment is similar for many countries modt be kept in mind during signals
identification

Band Assignment
40-87.5 MHz174-230 MHz VHF TV and DTV
65.8¢ 74 MHz OIRT FM
87.5¢ 108 MHz FM and HD radio
138174 MHz VHF communications
380-470 MHz UHF communications
470-692 MHz UHF TV and DTV
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Analog TV

An analog TV signal consists of 2 carrevedeo and audio, as shown the illustration of PAL signa
spectrum below:

ANALOGUE TV CHANNEL (PAL B/G NICAM)

8MHz UHF

CHANNEL TMHz VHF CHANME!
VISION CARRIER LIMIT
+5.75

ref level OdB
(peak sync power}

FM SOUND -13dB
GOLOUR
0.75MHz SUBCARRIER  +5MHz NICAM

VISION LUMINANCE
SIDEBANDS

CHROMA
SIDEBANDS

T
-1.25 o FREQUENGY MHz wit VISION —— +4.43 +*5.5 +5.85

-30dBm N n N n
- Video carrier Audio carrier

-40dBm

-50dBm
The analogue TV

signal (Eastern
-70dBm Europe, channel 9)

-60dBm

-80dBm . |\

-90dBm AR A &
1971 198,1 1991 2001 2011 2021 2031 2041 2051 2061 2071

The Delta X wiltapture bothvideo and audicarriersand add themto the Signals table as 2 different
signalsDepending on the quality of receptipthe bandwidth ofa videosignalwill vary from50kHz to 6
MHz, while theaudio carier's bandwidth might be 3@00 kHz.

Avideo arrier, if demoduldaed in the AM demodulation mode, will have a characteristic buZzertical
scanning. Anaudio carier can be listened to ithe FMmode.

Please notewhen a signal is selected in the Signals table with the help of dalibkg, the Delta X is
tuned ino its central frequency by defaudind Spectrogrars span is selected automatical§inceavideo
carrier is not centered, it is necessary to tundtimanually, by clickinghe center ofthe peakon the
Spectrogam, and then listeimg to the sgnal. To review the entire TV signdirstly increase the
Spectrograrts displayed span to 10 MHz.

Digital TV

Since Digital Television (DTV) has become more widely used in many countries, some of, or all analog T
signals consisting of a pauideo + adio carriet are substituted with the modern digital signals occupying
the entire bandwidth with one solid carrier.

Below is an example of a digital TV signal:
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-30dEm

“40dBm DTV signal
-50dBm DTV signal in ATSC
-60dBm format (USA,

70dBm channel 23)

-80dBm

-90dBm

522

The bandwidth of a DTV signal caary from6 to 8 MHz in different countries.
When demodulateda DTV signakill havetypical"noisy digital sound in the AM and FM modes.
FMradio

The bandwidth (BW) of an Fklgnal may be80 ¢ 200 kHz, depending on reception conditions. The
spectrum of a typicadfFM signatonsists obne "peak':

FM radio92.8 MHz

AnFM signal can be listened to in thEM demodulatiott mode.

High definition (HD) radio

HD radio transmits extra information and therefore occupaesider bandwidth of up to 400 kHzlt is
recommended to sele@ 400500 kHz bandwidth foany HD radio signals in the Known Signals table.

HD radian USA,
91.3 MHz

Thesignalhas 2 additional sidebands each transmitting digital information, while the central caamer
be easily listened to in th&=M demodulatiott mode.

Othersignals

In the area of sweeping there might be a number of VHF and UHF radio semthig taxiservices, police,
federal, military, aircraft, air traffic, marine, amateur apuablic safety
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